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Abstract – The scarcity of technology ethics awareness particularly in Armed Forces personnel
practises in handling confidential information remain of utmost concerns. This research aims to identify
technology ethics attributes in handling confidential information for the Armed Forces. This is executed
by designing technology ethics model and evaluating the proposed model. 121 questionnaires were
distributed to personnel in Royal Signal Regiment (RSR) Corp of the Malaysian Armed Forces (MAF)
from Sergeant to Major in rank. Using SPSS version 20 analysis revealed that the correlation between
the identified attributes namely security and privacy, autonomy, code of ethics, legal, accuracy and
safety showed significant with moderate to strong positive. Accuracy reads the highest correlation with
76.9%, which may be due to personnel concerns on organisation’s information sensitivity along with
skills and knowledge equipped which portrayed their preciseness in decision making while handling
confidential information. However, safety showed the lowest correlation of 31.4% while its regression
reveals 9.9%. The overall regression analysis predicts 72.9% variations. This suggests personnel are
excessive reliance with organisation’s benefactor safety while ignoring the importance of individual
safety in managing the information they encountered. This research may assist the Armed Forces in
securing practises acquired in handling organisation’s valuable assets which requires special
guardianship towards its perseverance. Copyright © 2016 Penerbit Akademia Baru - All rights
reserved.
Keywords: Confidential information, Technology ethics, Security and privacy, Autonomy,
Code of ethics, Legal, Accuracy, Safety, Factor analysis, reliability, correlation, regression
1.0 INTRODUCTION
The rapid technology advancement has no doubt has been assisting people in many ways. Apart
from that, the impact of the technology towards the Information and Communications
Technology has transformed the working culture in the organisation. The existence of various
technologies and operating systems platform have opened opportunities compromising security
which demanded the paramount in storing and disseminating the confidential information
limitation in order to provide an effective control [1]. Hence, the requirements are significance
due to the role of Ministry of Defence itself which has given the responsibility and faith towards
the safety and national defence. In addition, the technology being handled need to be safe from
any mishandling that could invite invasion from any possible threats and contaminate the
confidential information jeopardising organisation’s reputation.
Organisations should identify the effective way of handling the different levels of
organisations’ documentations confidentiality which allotting the differences of "public",
"confidential", "highly confidential", and "restricted" [2]. Accordingly, information needs to
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be organised delicately in terms of getting consent with proper guidelines to dispose and bring
information outside the organisation. In response to this trend, organisations have generally
employed various controls and employment measures. Likewise, Armed Forces’ organisation
believed that special concerned on all types of information they have desired an appropriate
handling as to preserve its confidentiality. As the field success of modern military is depending
on the reliability of communication, yet technology used is equally important in handling high
data rates [3].
The shift in modern security is towards the human centred process [3] whereby social aspect
of ethical affairs has played a major role since social and human discourse portrayed the root
of the action assessment [4]. Therefore, the good judgement of ethical assessment along with
the confidential information handling in the world of technologies should be aligned as the
computer misemployment and corruption will continue to increase in the future [5]. The
absence of those intended elements will increase the personnel chances to do the unethical
work with the technology they possess. Simultaneously, personnel could face the degradation
of interest, lose of power, and their positions placement in the society [6]. In other perspective,
the view on the mischief of the confidential information handling has driven to threats
emergence. Organisational threats as described by Samy et al. [7] is the acts of human failure
in handling the storage of data or classified information in unprotected areas by staff. These
findings are being strengthened by [4] in its annual security report on organisation’s data
protection. Undeniably, the current threat landscapes in security is the augmenting pressure to
protect terabytes of information, as it is stated as the top concerns from the Chief Information
Security Officers survey [4].
From the MAF aspects, there have been situations that have triggered to the development of
technology ethics in handling confidential information. There were initially four main
manifestations of threats to the MAF security which as allotted in Secretariat, A. [8] which are
subversion where the personnel loyalty has diverted, espionage by performing clandestine and
unlawful act of acquiring information, sabotage used by grudge against authority personnel and
human failings that lead to security breaches to the unauthorised hands because of negligence
to security instruction. At present, the rise of Islamist militant group, Islamic State in Iraq and
Syria has struck a significance concern among leaders specifically in MAF which signified the
subversion threats involving the MAF. It is seem as the deliberate threats in which the modus
operandi used the cyber medium to spread the idealism among MAF personnel of the concept
of jihad by spreading pictures and videos of Muslims’ persecution and murders around the
world [9]. The concern towards the MAF security threats is reflected in this kind of
involvement whereby extremist always try to widen the chances of new recruitments and MAF
personnel are of favour as they were equipped with skills required by the group to expedite its
activities unlike civilian that need to be trained. Among them are skills in weapon handling,
bomb experts, tactical experts, and doctrine disclosure experts. These subversive threats
scenario of Islamic State could be further lead the MAF personnel to be tackled with sabotage
threats by using cyber platform as the medium which might lead the espionage threats from the
foreign intelligence organisations to further strengthen their surveillance over MAF security
using the information exposure by the irresponsible personnel. On top of that, there is a pressing
requirement for the MAF personnel to instil the technology ethics to assure a correct handling
of the MAF confidential information.
In MAF, the freedom of access in cyber platform which resulted from technologies
proliferation through mobile network, internet or even static network for instance via smart
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phone, personal digital assistant, and laptop have subsequently contribute to the profound effect
on the confidential information contamination and its security. The MAF is struggling to
achieve information superiority title due to the technology advancement. This may be difficult
to accomplish as the personnel disrespect the handling of confidential information by not taking
serious compliances in its preservation. Instead of the effort in prohibiting the threats,
exploitation and the outsider intervention, the internal elements of the insider threats is seem
to be the largest contributor to the confidential information leakage to the outside world due to
the personnel mishandling [10]. To date, the MAF sees the importance of ethics in using the
technologies provided with the critical needs in conserving the confidential information.
Therefore, the objectives of this research are to identify the technology ethics attributes in
handling confidential information, to design and evaluate the technology ethics model in
handling confidential information for the Armed Forces.
2.0 RELATED WORKS
2.1 Systematic Literature Review
The Systematic Literature Review (SLR) results to 9 attributes of the technology ethics derived
from 17 studies derived as presented in Table 1. The identified attributes of technology ethics
served as the attributes to be inserted in the proposed conceptual model.
Table 1: Systematic Literature Review Results

2.1.1 Legal Attribute
Legal is always referred to the adherence to the compliance with the predetermined standard
and justice. Singh Bhadauria et al. [11] concerned on the benefits of global information
technology processes such as e-Commerce and e-Business can be achieved with the presence
of agreed level of legal certainty and uniformity that reflects the trust in the transaction. Jumelle
et al. [12] addressed that cross boundary harmonisation in which legal challenges are stipulated
with regards to a cross-cultural perspective which further supported by Wolf et al. [13]. He
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defined that the usage of the technology may raise ethical issues if the status in the boundary
is not legal. However it varies over countries. Stahl et al. [14] viewed that the external
governance on legal compliance is needed for the processes and procedures on the systems as
well as procedures for dual use both military and terrorist application with the inclusion of
social and political. Udoh et al. [15] mentioned that the implication of engineering activities
should respect legal or state rules in order to keep high moral standard which established the
common ground between ethics and legal that highlighted the interconnection of judicial
standard acknowledgment, human life protection and environment preservation. Bowen [16]
signifies that the expression in terms of law should be withstood as a long term result, in the
sense that such respect underlay great protection since activities consequences varies and
extensive in both place and time. Hence, it can be hypothesised that:
H1: Legal attribute has a positive relationship with Technology Ethics in Handling Confidential
Information.
2.1.2 Code of Ethics Attribute
In the studies, Kanungo and Mendonca [17] stated that codes of ethics establish ethical
principles that governs decisions and behaviour towards the accomplishment of the task while
uplifting the moral climate. It was found that the usability of the codes of ethics are often seen
as an engaging the ethical behaviour. Singh Bhadauria et al. [11] have seen that the codes of
ethics allow some mutual trust in business transactions, thus the workgroup’s ethical behaviour
is likely to be influenced by the business organisation’s formal and informal ethical practices
with the perspective of regional political morality. Codes of ethics are viewed in leveraging
towards safeguarding the right of human participants as stated in Gonzá lez et al. [18]. In a
study by Jumelle et al. [12] stated that the presence of codes of ethics might help in
standardising the reliability of health and medical information published on the sites which in
this particular footing has employed the code certification that lays an ethical standard aimed
at ensuring that health and medical information is correct, transparent, useful, and objectively
supersede, while Wyndham et al. [19] indicated the need of the codes of ethics in reflecting the
codes of procedures is strictly to be adhered in the major event of investigation operation which
is scientifically vigorous and intact with the overlying code of conduct. While in other view
such as by Fitch [20] which has incorporated the attributes of innovation of infrastructure and
medical collaboration acquires the responsibility culture ventures which have been emphasised
in the code of conduct which covers the sensitive main issue of privacy and life quality. Lee,
M. and Lai, C. [21] asserted that strong identity and professional commitment characteristics
are needed to be a quality professional. Bowen [16] further deliberated that any deliverable
consequences demanded that it is justifiable and professional should harmonise the respect for
life, for the law, and the public in accomplishing the desirable aftermath. Therefore, a
hypothesis can be formulated as:
H2: Code of ethics attribute has a positive relationship with Technology Ethics in Handling
Confidential Information.
2.1.3 Safety Attribute
The safety attribute generally means protection in any condition from any undesirable
emanations. Gonzá lez et al. [18] highlighted the issue and demonstrated the sufficient
transparency for the operative robustness indicator while Udoh et al. [15] have set forth the
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needs of competence level to be polished while resisting on the incompetence fields assigned
to hinder any severe damages to the business and specifically to the society rather than to worry
on jeopardising its reputation. Hinckson et al. [22] encouraged the storage of the data to be
stored in predetermined period in the most secured way. Anderson and Giordano [23] on the
other hand sees the self-equipped is needed in discovering problems generated by the use of
the technology. Younis [24] associated the concerned on the ever increasing treacherous
criteria over the number of development growth which has raised ethical reconsideration of the
associated arguments as well as their short and long term impact of the activities. Consequently,
a hypothesis can be codified as:
H3: Safety attribute has a positive relationship with Technology Ethics in Handling
Confidential Information.
2.1.4 Privacy Attribute
Privacy is frequently seen as the state of not being disrupted by unintended parties. In a study
by Gonzá lez et al.[18] stated that the violation of privacy may occurs because of the constant
monitoring which could happened because of the unwillingness of sharing and providing the
data to other entities of system or services. Stahl et al. [14] stressed on the governance of ethical
reviews to be part of scientific review on privacy along with data protection on the employment
of the new technologies which is also the case for sensitive trend operational validation. Stahl
et al. [14] further extended the privacy in term of informed consent which also emphasised in
Jumelle et al. [12], Hinckson et al. [22] as well as Frauenberger et al. [25], all in respective
ways of presenting. Stahl et al. [14] have stressed on the governance of processes together with
procedures to have an informed consent. Hinckson et al. [22] stressed the informed consent
from the owner in terms of data collection activities. Frauenberger et al. [25] represented it in
terms of the atonement of the ultimate objectives which should be fairly carried out and be
informed to the concerned parties prior to the beheading intention while Jumelle et al. [12]
informed their consent involved the owner’s confidential data and to be adequately informed
with the free choices of consent channel which are through paper or online form. Through
online, people might be reluctant or give uninformed consent as they think that there might
have some fraud risk. Extending from the studies, Jumelle et al. [12] followed the set of quality
criteria by European Commission’s (2002) action plan which is relevant to the technologies
and applications that depicted the trust and privacy. Van den Hoven et al. [26] presented in his
study that the deliverable designation would have to preserve the privacy in the adaptation
accordance to value sensitive design. It differs from Johansson et al. [27] which emphasised
the violation of privacy is allowed if the case would alleviate the suffers along with sound
procedures practices. The opposed of privacy term also contradicted in Zwijsen et al. [28]
which the study identifies varying terms with regard to privacy and implied that safety are
much more desirable and people felt the privacy is not being opposed in the requirement-served
basis. Henceforth, the formulated hypothesise can be proposed that:
H4: Privacy attribute has a positive relationship with Technology Ethics in Handling
Confidential Information.
2.1.5 Integrity Attribute
Integrity is often described as being honest and trustworthy. It is further justified by Becker
[29] through the synonyms of the words: integrity, honesty, and conscientiousness are often
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not differentiated and tend to be used as interchangeable terms without an introduction or
further consideration. Jumelle et al. [12] identified the needs of ethics in virtualisation whereby
users’ interaction with computing resources in multiple operating systems that runs virtually
cannot be determined and thus requires integrity. Stahl et al.[14] stated that the responsive
trends of operational validation require data protection and trust. Udoh et al. [15] displayed the
commitment of an engineer to perform duties with integrity and honesty which uphold the
uprightness of the right platform in presenting the works.Wyndham et al. [19] encouraged
integrity in the sense of honest investigation which is further relates in the real safety
precautions from calamity.Van den Hoven et al. [26] assumed that the innovation is needed to
be biased-free as it reflects the anticipation of moral values prior to the development. Bowen
[16] stated that the professional needs to fertilise and stand firm with integrity and honesty
albeit of varying business standards and cultures. As a deduction, it can be hypothesise that:
H5: Integrity attribute has a positive relationship with Technology Ethics in Handling
Confidential Information.
2.1.6 Confidentiality Attribute
The confidentiality derivation can be described as a limitation or restriction. Confidential
information must be kept confidential and rigorously almost in all prospects as the breach of
confidentiality may cause a serious implication towards the business and self reputation and
will bring down the built trust which is hard to tie again over scepticism as being urged by
Udoh et al. [15]. The availability of sensitive data is required to be kept private and confidential
and access is only given to limited and recognised parties only [22]. From here, the given
hypothesis is that:
H6: Confidentiality attribute has a positive relationship with Technology Ethics in Handling
Confidential Information.
2.1.7 Accountability Attribute
The responsibility is always associated with the accountability that is when Udoh et al. [15]
identified accountability in his study, it should be inculcated as one of the engineers’
commitment as the effect of the modern technology they are responsible for. The work operated
is should be held responsible in every impact of circumstances initiated afterwards as stated in
Anderson and Giordano [23]. The professionals’ credibility kept getting acknowledgment from
the society as the decision made upon each situation is to be encountered tremendously. As
stated in Bowen [16] cited in Kiran et al. [30] depicted the sense of accountability would project
one’s imagination in conveying the technology in its desirable manner. Younis [24] stated that
to have a centralised planning responsibility should be in accordance to the authority bodies,
as they will have to conserve the issues at raise. On that account, it can be hypothesise that:
H7: Accountability attribute has a positive relationship with Technology Ethics in Handling
Confidential Information.
2.1.8 Autonomy Attribute
Many of the studies describe the importance of autonomy as the freedom in self governance.
The findings in Gonzá lez et al. [18] reflected that the technology employed should respect the
user freedom of choice so that any inconvenience should be stated clearly, respire for justice
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and beneficence for life, and thus, the existence of unnoticeable technology placement would
help to maintain dignity rather than to make the availability of the technology much more
obvious. It is supported by Frankel and Siang [31] in which protecting human subjects rest on
the principles of autonomy, that subjects should be treated with respect as autonomous agents
and affirms that those persons with diminished autonomy are entitled to special protection that
involves maximising possible benefits and good for the subject, while minimising the amount
of possible harm, risks and justice which seeks a fair distribution of the burdens and benefits
associated. Furthermore, Stahl et al. [14] stated that the respect towards autonomy is acquires
for the intuitive trend of operational validation. Van den Hoven et al. [26] viewed the self
governance is expected to be in practised correctly parallel with the values of moral in ethical
perspective, whereas the development of the design is to be incorporated with moral values
prior to ethical perspectives in the approach of value sensitive design as the primary objective
among other major values. Thus the studies regarded ethics as an important element from the
deliverable. Human centred-rights are moulded in the pertinent approach in protecting the
human values resulted from moral values. Kiran et al. [30] further added that technology
usability is not limited to its development but the sovereignty in technology handling itself
needs to be reflected with the interrelation of ethics. Younis [24] valued that ethical decision
in scrutinising the adherence of ethical leadership to preserve and protected the subject of
interest while in this case the economy and citizens. Autonomy analogous in the Johansson et
al. [27] as a specified features and situation will evoke the desirable, problematic, or neutral
reflection of the ethics whereby Panatik,S. [32] emphasised that creativity output is driven by
taking account on others’ perceptions, measurement of creative potential and possible objective
measures of creative output.. Zwijsen et al. [28] stated that as there are few debates in the
advantage as well as the disadvantages of the autonomy rights following the technology usage
as some said the technology itself would undermined the freedom of the users as the benefit
that the technology brought rather than the remnants effect after all. These however should be
based on direct or indirect affect of the technology on people and how one’s reflected the
independence or freed themselves. Frauenberger et al. [25] identified that improper installation
guidelines would interfere the freedom of maltreatment parties. From these, the hypothesis can
be expressed as:
H8: Autonomy attribute has a positive relationship with Technology Ethics in Handling
Confidential Information.
2.1.9 Accuracy Attribute
Accuracy brings the understanding of being precise. In Jumelle et al. [12] study on the
accuracy, it can be defined in terms of equity and accessibility of socio demographic
inequalities: computer and health literacy of quality and cost are addressed. Udoh et al. [15]
and Bowen [16] desired the accuracy commitment of professionals in performing duties and
the need of fully vital skills and knowledge in determining the accuracy and rigorousness of
the acquired task to be accomplished respectively. Information channelling disseminated by
the technologies would contribute to the great effects in building the confidence level due to
its accuracy as stated in Kiran et al. [30] studies. Other than that, Frauenberger et al. [25]
emphasised on the approach selection that should be meticulously considered which signifies
the explicit need of the group. To that end, a hypothesis can be mapped as:
H9: Accuracy attribute has a positive relationship with Technology Ethics in Handling
Confidential Information.
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2.2 Summary of Related Attributes
Baker et al. [33] research model titled as 'Promoting Ethical Behaviour and Organisational
Citizenship Behaviours' as well as, 'Meta-Analytic Framework for Antecedents of Unethical
Choices in the Workplace' by Kish-Gephart et al. [34] together with, 'The Four Principles
Approach' by Beauchamp and Childress [35], identified in literature review are mapped
accordingly with the nine attributes gathered in the SLR outcomes. The summary of related
variables derived is depicted in Table 2. It serves as the baseline to proceed with the
development of the proposed conceptual model of technology ethics in handling confidential
information.
Table 2: Summary of Related Variable

2.3 Proposed Conceptual Model
All nine technology ethics attributes represented the pertinent hypothesises emerged in this
chapter under the Attributes that Effect Technology Ethics’ section are further highlighted in
the proposed conceptual model in terms of H which denotes the hypothesis. The summary of
the list of attribute and hypothesis is depicted in Table 3.
Table 3: Summary of Attributes and Hypothesises
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The technology ethics attributes identified as well as the hypothesises as listed are then being
projected to construct the proposed conceptual model of technology ethics in handling
confidential information as presented in Figure 1 below.

Figure 1: Proposed Conceptual Model for Technology Ethics in Handling Confidential
Information for the Armed Forces
3.0 METHODOLOGY
The research operational framework comprises of 5 phases as shown in Figure 2. Each phase
describe the activities involved.
3.1 Information Gathering and Project Planning
This phase comprises of two stages; i) performing the preliminary investigation by conducting
the literature review from the related fields, and ii) preliminary interview conducted with
selected personnel in gathering their experiences. This helps the researcher in finding the gap
exists in the current researches field. It helps the derivation of the technology ethics attributes
served as the input for the model designation on the next stage.
3.2 Design
There are two parts involved in this phase. The first part presented the development of the
proposed conceptual model of technology ethics in handling confidential information which is
constructed based on the results of the SLR. The second part continued with the questionnaire
development. Questionnaire structure is to provide a self-determining and neutral evaluation
of how the personnel grasp the practises of the technology ethics in their daily routine in
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handling confidential information. In pursuance, a set of questions are established that reflect
the technology ethics attributes in handling confidential information in which the constructs
are making use of the extracted attributes findings from the SLR’s results related statement,
the available questionnaires used by other researchers together with other researchers’
statements to accommodate the development of the questionnaire.

Figure 2: Research Operational Framework
3.2.1 Variables and Measurements
The questionnaire design structure as in Table 4 consists of ten sections starting with section
A on the respondents’ profile where the questionnaire began, followed by section B on Legal,
section C on Code of Ethics, section D on Safety, section E on Privacy, section F on Integrity,
section G on Confidentiality, section H on Accountability, section I on Autonomy, section J on
Accuracy, and Section K on Technology Ethics in Handling Confidential Information. Five
point Likert Scale is used from section B until section K which denotes “strongly disagree” for
scale 1, “disagree” for scale 2, “neutral” for scale 3, “agree” for scale 4, and “strongly agree”
for scale 5.
3.3 Implementation
In this phase, there are several steps involving the population and sample design, formulating
the questionnaires. Pilot study was conducted to revise the questionnaire and to distribute the
corrected version of the questionnaire. The correct questionnaire will be distributed to the
respondents identified at this stage.
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Table 4: Questionnaire Design Structure

3.3.1 Data and Procedure
In determining the design population and sample, a convenience sampling technique is used by
dividing the entire population in the identified scope which is the selected RSR Corp of the
MAF into three different subgroups. However, in this research only two subgroups are taken
as the sample size as in Table 5. Convenience sampling is chosen because of the availability
and easy approach [36] to the selected personnel in the selected environment in which data can
be gathered in quickest period as possible. The population is gathered from Malaysian Armed
Forces Pay Services Directorate of Malaysia Ministry of Defence that is responsible for
keeping the record of the salary payment for each personnel in the MAF. The exact figure is
gathered accordance to the September 2015 salary information retrieved from UGATNET
system with assumption that the given personnel strength is right weighted with the omission
of personnel posting in and out. The personnel identified are accordance to the selected
population personnel in RSR Corp of the MAF which involved Non-Commissioned Officer
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(NCO) personnel from Sergeant, Staff Sergeant, Warrant Officer Class II, and Warrant Officer
Class I in rank which is categorised as NCO’s Senior Rank and Officers of Second Lieutenant,
Lieutenant, Captain and Major in rank.
Table 5: Population Size from Convenience Sampling

3.3.2 Sample
A total of 121 questionnaires were distributed with accordance to the rank identified in the
selected sample. Table 6 shows the questionnaire distribution percentage. 22.3% questionnaire
returned by Officers Rank while 77.7% questionnaire returned by NCO’s Senior Rank.
Table 6: Percentage of Questionnaire Distributions

3.4 Analysis
This phase involves the evaluation of the data collected. Statistical analysis tool of SPSS
version 20 is used. The underlying analysis stages and its method used are depicted in Table 7.
3.5 Report Writing
All findings and related discovery are documented. It served as a complete report that portrayed
the research project fulfilment showing all deliverables.
4.0 RESULTS AND DISCUSSION
4.1 Respondents’ Demographic Profile
The demographic profile of the sample population findings is using the descriptive statistical
analysis to determine the frequencies and percentages for each item. In this research, Section
A depicts the demographic profile which comprises of six questions starting with the
respondents’ gender, service rank, working experience, education background, awareness of
the BAT C 5 existence and BAT C 5 entitlement. A total of 121 personnel had participated in
this questionnaire. It shows the sample population had more than half are males (N=80; 66.1%)
than females (N-=41; 33.9%). The sample population also shown that there were more than
half male than female for both categories where NCO’s Senior Rank with (N=62; 66.0%) male
than (N=32; 34.0%) female where as for the Officer’s Rank there was (N=18; 66.7%) male
than (N=9; 33.3%) female respectively as shown in Table 8.
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Table 7: Analysis Stage and Method

Table 8: Demographic Profile – Gender and Service Rank

The demographic profile of respondents work’s experience with regards of the service rank is
shown in Table 9. Slightly more than half respondents (N=56; 59.6%) and (N=14; 51.9%) from
both service rank categories indicated work experience of more than 15 years for NCO’s Senior
Rank and Officer’s Rank respectively. It followed by work experience from 11 to 15 years with
slightly more than one third (N=35; 37.2%) for NCO’s Senior Rank and nearly a quarter for
the Officer’s Rank (N=6; 22.2%)
Table 9: Demographic Profile – Work Experience and Service Rank
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Table 10 depicts the demographic profile relationship between the education backgrounds with
respect of the service rank. It shows that most of the respondent with those who had SPM with
slightly more than three quarter (N=45; 78.9%) of the respondents were from NCO’s Senior
Rank background while nearly a quarter (N=12; 21.1%) were from the Officer’s Rank.
Diploma holder came second and followed by PMR and Bachelor Degree’s holder.
Table 10: Demographic Profile – Education Background and Service Rank

Nearly all of the respondents (N=118; 97.52%) knew the existence of the BAT C 5 that enable
one’s to handle the confidential information with slightly more than three quarter of the
respondents (N=92; 76.03%) represent the NCO’s Senior Rank while nearly a quarter of
respondents (N=26; 21.49%) represent the Officer’s Rank. Nearly three quarter of the
respondents (N=80; 66.1%) knew that they were entitled with BAT C 5 that recorded (N=53;
43.8%) represents the NCO’s Senior Rank while (N=27; 22.3%) represents the Officer’s Rank.
Here, all of the officers realised with the BAT C 5 entitlement that enable them to handle the
confidential information. More than a quarter (N=38; 31.4%) respondents are not entitled with
the BAT C 5 and the remaining were not sure on the BAT C 5 entitlement.
4.2 Factor Analysis
Factor analysis is a group of sophisticated statistic techniques that require a computer to
conduct [42]. In this research, Kaiser-Meyer-Oklin (KMO) measure of sampling adequacy and
Bartlett’s test of Sphericity is used prior to extract factors to assess the data appropriateness for
further factor analysis. Table 11 indicates the KMO and Bartlett’s Test of 0.491 which is
considered suitable for factor analysis according to Tabachnick and Fidell [43] whereby the
KMO greater than 0.5 is acceptable and the Bartlett’s test is less than 0.05 which is considered
significant for this test.
Table 11: KMO and Bartlett’s Test

4.2.1 Factor Extraction Criteria and Rotational Method
The most commonly used methods are principal component analysis and principle axis
factoring whereby decision to use either one of the techniques is debated as there is minor
difference particularly when the reliability is high. In determining the factor extraction method,
this research has applied the most popular Kaiser’s eigenvalue greater than 1 criterion method
to decide factors retention [44] along with suppressing a predetermined cumulative variance
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level to minimum value of 0.5 as suggested by Hair et al., [45]. This research used the
Orthogonal varimax rotational method which is the common method used for factor analysis
developed by Thompson [46]. Table 12 and Table 13 show the results of applying both
suggested method to the data set which is the Total Variance and eigenvalues for pre-factor
analysis items.
Table 12: Total Variance and Eigenvalues – Independent Variable

From Table 12, it shows the extracted factors based on eigenvalues on all initially identified
nine independent variables (IV) factor. They were, namely Legal that consists of 6 items, Code
of Ethics with 8 items, Safety with 11 items, Privacy with 6 items, Integrity, Confidentiality
and Accountability with 5 items respectively, followed by Autonomy with 12 items and
Accuracy with 4 items which total to 62 items. Based on the result by using the extraction
methods of eigenvalue greater than 1, principal axis factoring together with a cumulative
variance above 50%, not all 62 items of IVs will be retained, only the first eleven factors were
retained by using SPSS automated software.
Table 13: Total Variance and Eigenvalues – Dependent Variable

4.2.2 Factor Extraction Criteria and Rotational Method
The emerged variables or items to a factor are examined whereby interpretation involved the
process of determining and labelling on which items are attributable to which factors [47]. In
addition, Henson and Roberts [48] stated that at least two or three items loading on a factor
considered as giving a meaningful interpretation. The cut off value according to Tabachnick
and Fidell [43] is labelled as the reading of values ranging from 0.32 indicates poor, fair of
0.45, good of 0.55, very good as 0.63 and excellent 0.71. This research applied the cut off
values of 0.5 to be proceeded for further interpretation and all items loading less than 0.5 were
removed. Items loading to more than one factor as suggested by Schonrock-Adema et al. [49]
need to be removed for the item loading reading of 0.4 and above as well as factor which has
no item loaded in it were eliminated for further analysis. Table 14 and Table 15 demonstrated
the Item Loading on IV and DV respectively by the SPSS automated software that has
generated the Rotated Factor Matrix with the suppressed value of 0.5.
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Table 14: Item Loading on Independent Variable – Rotated Factor Matrixa

From Table 14, it depicts the IV readings after factor analysis showed 11 factors. The resulted
item loading on IVs reflected on Factor 8 and Factor 10 (boldface) had indicated only 1 item
loading reading while Factor 7, Factor 9 and Factor 11 (boldface) had no item loaded on it.
Table 15: Item Loading on Dependent Variable – Rotated Factor Matrixa

Based on Table 15, the cut off loading of 0.6 was applied which is found to be more reflective
on the new emerged factor. It comprised of 4 factors for DV. Both reading from Factor 4
showed cross loading against Factor 1 (K_TEC13) and Factor2 (K_TEC05). Hence, factor 4
for DV is not considered for further analysis. Table 16 depicts factors that were renamed after
Factor Analysis. Initially there were nine factors involved as the IV of this research. Among
them are Legal, Code of Ethics, Safety, Privacy, Integrity, Confidentiality, Accountability,
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Autonomy and Accuracy with the number of items of 6, 8, 11, 6, 5, 5, 5, 12, and 4 respectively.
After Factor Analysis whereby all items have been rotated, the initial factors named were then
renamed to Security and Privacy with the 13 items. Autonomy are with 8 items, Code of Ethics
with 6 items and Legal with 8 number of items, Accuracy with 2 items while Safety with 4
number of items.
Table 16: Renaming of Factors for Independent Variable

Table 16 depicts the renaming of factors along with each of the related items after factor
analysis. Cut off loading of 0.6 was applied to Factor 1 which leaves 13 items selected. This is
found to be more reflective of the new factor called Security and Privacy. For Factor 2 to Factor
6 cut off loading of 0.5 was applied. Factor 2 was renamed as Autonomy with 8 items. It is
followed by Factor 3 that was renamed as Code of Ethics indicated by 6 items and Factor 4
renamed as Legal with 8 items. Factor 5 which is Accuracy and Factor 6 named Safety
comprised of 2 and 4 items respectively. Nevertheless, there were no loading reading indicated
for Factor 7, Factor 9 and Factor 11. Factor 8 and Factor 10, both indicated by only 1 item
loading with 1 item. This was discarded as one item would not be adequate for further analysis.
As for the DV in Table 17, the factors names’ were revised according to the rotated factor
matrix identified. Factor 1 was renamed as Practise with 10 items, Factor 2 was renamed as
Medium with 4 items and Factor 3 was renamed as Activity with 3 items loaded.
Table 17: Renaming of Factors for Dependent Variable

4.3 Reliability Analysis
The Cronbach’s Alpha Value scales that was introduced by George and Mallery [38] is used.
Table 18 summarised the Cronbach Alpha Value which has been tested for all six IVs of
Security and Privacy, Autonomy, Code of Ethics, Legal, Accuracy and Safety together with
the DV of Technology Ethics in Handling Confidential Information in this section.
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Table 18: Cronbach’s Alpha Value of Variables

Based on the reliability test in Table 18, all the variables denotes the Cronbach’s Alpha value
within the acceptable range and above were all in the range above the 0.90 which indicates
“excellent” in terms of reliability whereas the variable of Code of Ethics and Accuracy has
denotes “good” in terms of their returned reliability values where the Cronbach’s Alpha values
have laid in the range of 0.80 up to 0.89. However, the Safety variable depicts the “acceptable”
reliability in which it has laid in within the range of 0.70 to 0.79. From the results, Security and
Privacy has the highest Cronbach’s Alpha values with the reading of 0.953. The findings show
that the instrument is reliable for each variable. Figure 3 depicted the revised hypothesises of
the proposed model resulted after Factor Analysis.

Figure 3: Post Factor Analysis Revised Hypothesis
Table 19 summarised the Revised Hypothesises involved in pre and post of Factor Analysis.
Originally, there were nine hypothesises in the proposed conceptual model of Technology
Ethics in Handling Confidential Information for the Armed Forces. However, after factor
analysis was conducted, only six out of nine hypothesises have emerged against the variables
being assigned as the new IV in this research. The said variables are Security and Privacy,
Autonomy, Code of Ethics, Legal, Accuracy and Safety which have replaced the original IV
of Legal, Code of Ethics, Safety, Privacy, Integrity, Confidentiality, Accountability, Autonomy
and Accuracy.
Due to the modification on the research model, the questionnaire is revised accordingly. The
revised questionnaire consists of eight sections which has started with section A on the
respondents’ profile where the questionnaire began, followed by section B on Security and
Privacy, section C on Autonomy, section D on Code of Ethics, section E on Legal, section F
on Accuracy, section G on Safety, and Section H on Technology Ethics in Handling
Confidential Information.
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Table 19: Revised hypothesis

4.5 Correlation Analysis
This test described the strengths and direction of linear relationship between two variables. A
bivariate correlation analysis is conducted to identify the association strength between the six
IVs and a DV by using Pearson’s correlation coefficient (r). The p-value also been looked at to
measure the significance of the analysis in which the range are between 0 and 1 to represent
the probability that the data would have arisen if the set null hypothesis were true [50].
According to the derived results, there are a significant (p-value < 0.01) and are positive with
moderate to strong correlation coefficient (r) between the six IV of Security and Privacy,
Autonomy, Code of Ethics, Legal, Accuracy and Confidentiality towards the DV of
Technology Ethics in Handling Confidential Information as summarised in Table 20.
Table 20: Hypothesis Tested Result
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The evaluated model for Technology Ethics in Handling Confidential Information for the
Armed Forces is depicted as in Figure 4. Accuracy has the highest correlation of 76.9% while
Safety indicates the lowest correlation of 31.4%. However this value lies as having a moderate
correlation (r of 0.3 to 0.5) and thus, this model is accepted.

Figure 4: Evaluated Model based on Correlation of Independent and Dependent Variable
4.6 Regression Analysis
This section describes the analysis technique by using multiple regressions analysis to predict
the value of a DV based on the value of IVs which sometimes being called as predictors. It is
used to understand whether the DV can be predicted by the IVs which implied the overall fit
of the model and relative contribution of each of the predictors to the total variance explained.
Table 21 shows the model summary of regression information. The information contains in
this table can be used to determine whether a regression model fits the data.
Table 21: Model Summary of Regression

Based on Table 21, the central focuses is to look at the R square value which is also called as
coefficient of determination. Hence, a total of 72.9% of the variations in the DV are explained
by regression model using the IVs as predictors. This implies the acceptable values of R Square
which depends on the field of study whereby an experimental study in a controlled environment
ay expect values as high as 0.9, while for behavioural studies reflecting on human behaviour
may accept lower values [51]. The remainder of 27.1% (100% - 72.9%) remains unexplained.
There most probably could be other determinants for the residual percentages because this
research has constraint up to only nine attributes during the SLR and six attributes left after
Factor Analysis in which the attribute could be more during findings which can be proposed to
conduct in future studies. Table 22 gives the information of coefficients. The information
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provided in the Unstandardised Coefficients column (boldface) is used to construct an
estimated model coefficient.
Table 22: Coefficientsa

Thus, the general form of equation is derived as:
“Predicted HTec = 0.233 + (0.288 x BSec) - (0.021 x CAut) - (0.056 x DCoE) +
(0.357 x ELeg) + (0.383 x FAcy) - (0.071 x GSaf)”
This equation denotes that the variations in the HTec (DV) can be explained by regression
model using the predictor of BSec, CAut, DCoE, ELeg, FAcy and GSaf (IVs). It also explained
how much an increase of one unit in an IV could affect the DV with the assumption that other
IVs are held constant. Table 23 summarised the R Square value (boldface) gotten from the
Model Summary of Regression resulting from IVs towards the DV.
Table 23: Summary of Coefficient of Determination (R2) for Independent towards
Dependent Variable

From Table 23, the coefficient of determination (boldface) values used to evaluate the model
as in Figure 5. It is based on Regression result of each IV towards the DV. According to the R
Square value, the IV of Accuracy has the highest regression value while the IV of Safety has
shown the lowest regression value of 59.1% and 9.9% respectively.

Figure 5: Evaluated model based on R2 value between Independent and Dependent Variable
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4.0 CONCLUSION
This research focuses on three main objectives which are: first, identifying the attributes of
technology ethics that significantly influences the confidential information handling, followed
by the second objective which is designing the technology ethics model in handling the
confidential information and consecutively the third objective of evaluating the technology
ethics model in handling confidential information that was designed in the selected
environment of the Armed Forces.
The first objective of “to identify the technology ethics attributes in handling confidential
information” was achieved through the SLR technique. This SLR was beneficiated from the
exhaustive searches through 17 related journals. Hence, there were 9 attributes gathered.
Among them are the Legal, Code of Ethics, Safety, Privacy, Integrity, Confidentiality,
Accountability, Autonomy, and Accuracy.
The second objective of this research which is “to design the proposed technology ethics model
in handling confidential information for the Armed Forces” remarks the right achievement
when a total of 9 attributes found during the SLR (achieved in first objective) have
consecutively mapped to the three models identified in Literature Review. The models involved
are Research Model of Promoting Ethical Behaviour and Organisational Citizenship
Behaviours by Baker, et al. [33], Meta-Analytic Framework for Antecedents of Unethical
Choices in the Workplace by Kish-Gephart, et al. [34] along with The Four Principal Approach
by Beauchamp and Childress [35]. These steps had produced the proposed conceptual model
of technology ethics in handling confidential information which signifies the success of this
second objective. Based on the proposed model that consist of 9 IVs and a DV, a set of
questionnaires are developed, piloted and distributed to the selected population of RSR Corp.
The third objective of this research is “to evaluate the proposed technology ethics model in
handling confidential information for the Armed Forces” has successfully implemented during
the phase of Analysis. The proposed model identified in the second objective was tested and
evaluated by using several techniques offer in SPSS version 20 software such as descriptive,
factor, reliability, correlation as well as regression analysis. From the findings, it demonstrated
that the initial 9 attributes in the proposed conceptual model was modified and that only 6
attributes remained which resulted the modification on the proposed conceptual model. The
new emerged attributes are Security and Privacy, Autonomy, Code of Ethics, Legal, Accuracy
and Safety that replaced the original found attributes of Legal, Code of Ethics, Safety, Privacy,
Integrity, Confidentiality, Accountability, Autonomy, and Accuracy.
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