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Text steganography has become essential for secure communication in the digital age, 
offering a method to hide messages within seemingly ordinary text. This paper 
introduces the Alpha-based Representative Binary technique, an advanced feature-
based method for text steganography. It utilizes both capital and small letters to 
represent 2-bit binary values, embedding more information without altering the visual 
integrity of the text. By assigning different binary values to uppercase and lowercase 
letters, this technique optimizes the balance between information density and 
detectability. Embedding 2-bit values strikes an ideal balance, as it allows for a higher 
capacity of hidden information while maintaining a low profile. This study evaluates 
the performance of the Alpha-based Representative Binary technique against existing 
methods like QUAD and One-Flow-2-bit, focusing on two metrics performance: the 
total character count in the stego text (contain letter used) and the amount of data 
that can be embedded relative to the cover text size (capacity ratio). The findings 
underscore the technique's strengths in maintaining secure and undetectable hidden 
messages within text. This paper highlights the evolution and effectiveness of feature-
based methods, emphasizing the need for continued innovation to address detection 
risks and content modification challenges. By providing a detailed analysis and 
potential improvements, this paper aims to contribute to the development of more 
robust and undetectable text steganography systems. The perceptions gained from 
this paper is expected as valuable for researchers and practitioners in the field of 
secure communication. 
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1. Introduction 
 

Text steganography has emerged as a crucial method for secure communication in the digital age. 
Unlike cryptography, which scrambles the content of a message to make it unreadable without a key, 
steganography hides the very existence of the message by embedding it within a seemingly 
innocuous medium, such as text, image, or audio files [1,2]. This subtlety provides an additional layer 
of security, as the hidden message does not attract attention. Among the various forms of 
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steganography, text-based approaches are particularly intriguing due to the everyday use and vast 
ubiquity of text in digital communications [3,4]. The category of steganography is shown in Figure 1. 

 

 
Fig. 1. Classification of steganography field [5] 

 
Based on Figure 1 displays the classification in steganography that consist of digital 

steganography as non-text domain and natural language steganography as text domain. This paper 
focus on natural language steganography specifically in text steganography [6]. Then, one of the 
notable techniques in text steganography is the feature-based method, which leverages the inherent 
characteristics of alphabet letters to embed hidden messages [7]. This method capitalizes on the 
visual or structural uniqueness of letters to encode information. For example, letters can be 
categorized based on their shapes, such as curved or straight lines, and used to represent different 
binary values [8]. This approach supports in maintaining the cover text's natural appearance while 
embedding the hidden message, making it less detectable to unintended recipients [9]. 

This paper proposed the Alpha-based Representative Binary technique as a significant 
development in feature-based methods for text steganography. This technique utilizes both capital 
and small letters to represent binary bits, embedding 2-bit binary values. By assigning different binary 
values to uppercase and lowercase letters, the Alpha-based Representative Binary method can 
embed more information without altering the visual integrity of the text. This method also employs 
a secret table to track the positions and representations of letters, further enhancing the 
concealment process. 

Embedding 2-bit binary values is advantageous over 1-bit, 3-bit, or other bit embedding methods. 
The 2-bit embedding strikes a balance between information density and detectability [10,11]. 
Embedding only 1-bit per letter limits the amount of information that can be concealed, reducing 
efficiency [12]. On the other hand, embedding 3-bit or more per letter can significantly alter the cover 
text's structure, increasing the risk of detection [10]. The 2-bit method allows for a higher capacity of 
hidden information while maintaining a low profile, thus providing an optimal solution for secure text 
steganography [13]. 

The Alpha-based Representative Binary technique it is essential to refine these techniques to 
ensure the performance against such modifications, enhancing the security and reliability of hidden 
communications. This evaluation aims to assess the performance of the Alpha-based Representative 
Binary technique that compare with other techniques of 2-bit implementation in term of contain 
letter used and capacity ratio performance [4,14-16]. 
 
2. Literature Review 

 
The concept of steganography dates back to ancient times, with historical instances of hidden 

messages embedded in seemingly innocuous objects [17]. In the digital era, steganography has 
evolved significantly, leveraging advanced techniques to embed messages within digital media. Text 
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steganography, a subset of this field, focuses on concealing information within text documents [14]. 
Various methods have been developed to achieve this, each with its strengths and weaknesses. 

Feature-based methods have been a focal point in text steganography research. Alanazi and 
Gutub [8] highlighted the importance of using the unique characteristics of letters to hide messages. 
This approach ensures that the embedded message remains visually inconspicuous, thereby reducing 
the risk of detection. Majeed et al., [15] supported this view in emphasizing that leveraging the 
inherent properties of alphabet letters is a key advantage of feature-based methods. 

The QUAD technique is one such method that categorizes letters based on their shapes. Letters 
with curves, horizontal lines, vertical lines, and diagonal lines are assigned different binary values 
[18,19]. This categorization allows for a systematic approach to embedding hidden messages. Kumar 
and Pabboju [19] noted that this method effectively balances the distribution of binary bits across 
different letters, making the hidden message less detectable. 

The One-Flow-2-bit technique introduces another layer of complexity by considering the 
writability of letters in a single flow. Letters are categorized based on their ability to be written 
without lifting the pen and the presence of vertical or horizontal lines [20]. Azeem et al., [21] 
discussed the effectiveness of this method in enhancing the concealment of messages, as it takes 
advantage of the natural flow of writing. 

The Alpha-based Representative Binary technique, a more recent development, represents a 
significant advancement in feature-based methods. This technique's use of both capital and small 
letters to represent binary bits, adding an extra layer of security. By differentiating between 
uppercase and lowercase letters, Alpha-based Representative Binary can embed more information 
while maintaining the natural appearance of the text [15]. This method also employs a secret table 
to track the positions and representations of letters, further enhancing the concealment process. 

However, the effectiveness of text steganography methods, including Alpha-based 
Representative Binary, is often challenged by the potential for detection through content 
modification. Alkhudaydi and Gutub [22] pointed out that retyping, editing, or other changes to the 
cover text could disrupt the hidden message, making it detectable or leading to its loss. It emphasizing 
the need for robust the development techniques that can withstand modifications in conceal the 
text. 

Furthermore, Yaghobi and Sajedi [7] proposed the use of more appropriated algorithms for letter 
categorization, aiming to improve the distribution of binary bits and reduce detection risks. 
Additionally, innovations in managing the secret table used in the embedding process have been 
suggested to enhance the robustness of the hidden message against modifications. 

In short, the literature highlights the importance of developing robust and effective text 
steganography methods. Feature-based techniques, including the QUAD, One-Flow-2-bit, and Alpha-
based Representative Binary methods, have shown promise in concealing hidden messages within 
text. However, challenges related to detection and content modification remain.  

This paper aims to compare the existing technique of 2-bit feature-based technique by providing 
analysis in term to two metrics of the Alpha-based Representative Binary technique. By comparing it 
with other feature-based methods and exploring potential improvements in order to contribute to 
the development still natural appearance and readability of the stego text after embedded by hidden 
message in the text. 
 
3. Methodology  

 
The methodology of feature-based in text steganography encompasses a range of innovative 

techniques designed to discreetly embed hidden messages within ordinary text, enhancing secure 
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communication. Collectively, these methods strive to balance the natural appearance of the cover 
text with the efficiency and security of the embedded information. 
 
3.1 QUAD technique and One-Flow-2-Bit technique 

 
The QUAD and One-Flow-2 -bit technique divides letters into four categories based on their 

physical characteristics in Table 1. 
 

Table 1 
QUAD and One-Flow-2-Bit techniques group classification 
Bit QUAD Technique  One-Flow-2 -bit Technique  
 Type of letters Letter chosen Type of letters Letter chosen 
00 Curved letters C, D, O, Q, S, U Not writable in one flow, no 

vertical /horizontal line 
Q, X 

01 Letters with middle 
horizontal line 

A, B, E, F, H, P, R Not writable in one flow, with 
vertical /horizontal line 

A, B, D, E, F, H, K, T 

10 Letters with one 
vertical straight line 

I, J, K, L, T, Y Writable in one flow, no 
vertical /horizontal line 

C, G, O, S, V, W 

11 Letters with diagonal 
line 

M, N, V, W, X, Z Writable in one flow, with 
vertical /horizontal line 

I, J, L, M, N, P, U, Y, Z 

 
The QUAD technique categorizes letters into four groups based on their physical characteristics, 

such as curvature, presence of horizontal lines, vertical lines, and diagonal lines, each assigned a 
unique 2-bit binary value. Similarly, the One-Flow-2-bit technique classifies letters based on 
writability and the presence of vertical or horizontal lines, also assigning distinct 2-bit binary values 
[18-20]. 
 
3.2 Alpha-based Representative Binary Technique 

 
The Alpha-based Representative Binary technique represents all letters using capital and small 

letters in determining the group classification in embedding technique that shows in Table 2. 
 

Table 2 
Alpha-based Representative Binary group classification 
Represents Letters 
Number Embed 1 2 3 4 5 6 7 8 9 10 11 12 13 
01 Capital A B C D E F G H I J K L M 
10 Small a b c d e f g h i j k l m 
  
Number Embed 14 15 16 17 18 19 20 21 22 23 24 25 26 
01 Capital N O P Q R S T U V W X Y Z 
10 Small n o p q r s t u v w x y z 

 
Based on Table 2 this technique uses a secret table based on number embed to map the letters 

and their positions in the stego text. The Alpha-based Representative Binary technique leverages the 
use of capital and small letters to represent binary values, with capital letters representing '01' and 
small letters '10', enhancing the complexity and capacity of hidden messages. This technique employs 
a secret table to track the positions and representations of letters in the stego text, ensuring that the 
hidden message remains concealed and undetectable. Each of these methods aims to maintain the 
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natural appearance of the cover text while embedding information, balancing efficiency and security 
in text steganography 
 
3.3 Performance Metric 

 
This paper utilizes two metrics of evaluation in order to discover some performances in Alpha-

based Binary Representative technique that compares with QUAD technique and One-Flow-2-Bit 
technique. The two metric that used to evaluates those techniques are contain letter used and 
capacity ratio. 
• Contain letter used: It calculates the total character count in the stego text by determining the 

number of embedded letters displayed in the system's text area [16,23]. 
• Capacity Ratio: This metric evaluates the amount of data that can be embedded within the cover 

text relative to its size [4,18]. The formulation of the ratio is shown in Eq.(1). 
 

Capacity	ratio	 = 	!"#$%&	#(	)*%+,-	.").//./
0#&+1	1.&&.,	#(	2#3.,	&.4&

× 100%                           (1) 

 
These metrics provide the comprehensive assessment to determine the performance of feature-

based in text steganography techniques while optimizing the embedded information that calculates 
based on contain letter used and capacity ratio. 
      
4. Results  

 
The evaluation of the Alpha-based Representative Binary technique, the QUAD technique, and 

the One-Flow-2-Bit technique was conducted using the metrics of contain letter used and capacity 
ratio.  
 
4.1 Contain Letter Used 
 

This The Alpha-based Representative Binary technique demonstrated a higher total character 
count compared to the QUAD and One-Flow-2-Bit techniques. This indicates that the Alpha-based 
method is more effective in embedding a greater number of hidden letters within the cover text while 
maintaining the text's readability and natural appearance. Table 3 shows the total character count in the 
stego text for each technique. 
 

Table 3 
Contain letter used for each technique 
Stego text (ST) QUAD One-Flow-2-bit Alpha-based 
ST 1 132 235 29 
ST 2 130 373 59 
ST 3 223 516 88 
ST 4 342 652 118 
ST 5 323 787 145 
ST 6 397 925 173 
ST 7 469 1060 184 
ST 8 544 1193 184 
ST 9 646 1335 184 
ST 10 753 1447 184 
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The data in Table 3 reveals that the Alpha-based Representative Binary technique consistently 
results in a lower character count in the stego text across all samples (ST 1 to ST 10) compared to the 
QUAD and One-Flow-2-Bit techniques. The Alpha-based method is more efficient in embedding 
hidden messages requiring the contain letter used that only used fewer characters to achieve the 
same level of information concealment. The visualization the comparison the three techniques 
regarding the contain letter used performance is shown in Figure 2. 

The comparative analysis of the techniques, as depicted in Figure 2 reveals that the Alpha-based 
Representative Binary technique outperforms the QUAD and One-Flow-2-Bit techniques in contain 
letter used. The lower total character count in letter used indicate that the Alpha-based method is 
more effective in embedding hidden messages in generate stego text. 

 

 
Fig. 2. Contain letter used comparison 

 
4.2 Capacity Ratio 
 

The capacity ratio for each technique was calculated using the formula provided in Eq.(1). Table 
4 illustrates the capacity ratio for the Alpha-based Representative Binary technique, the QUAD 
technique, and the One-Flow-2-Bit technique. In text steganography, a lower capacity ratio indicates 
better performance, as it suggests that a smaller proportion of the cover text is used to embed the 
hidden message, making the stego text appear more natural and less detectable. 

 
Table 4 
Capacity ratio for each technique 
Stego text (ST) QUAD (%) One-Flow-2-bit (%) Alpha-based (%) 
ST 1 0.022 0.018 0.002 
ST 2 0.032 0.029 0.004 
ST 3 0.044 0.04 0.006 
ST 4 0.054 0.051 0.009 
ST 5 0.065 0.062 0.011 
ST 6 0.074 0.072 0.013 
ST 7 0.085 0.082 0.0145 
ST 8 0.095 0.093 0.0145 
ST 9 0.107 0.104 0.0145 
ST 10 0.117 0.115 0.0145 
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The data in Table 4 shows that the Alpha-based Representative Binary technique consistently 
achieves the lowest capacity ratio across all samples (ST 1 to ST 10) compared to the QUAD and One-
Flow-2-Bit techniques. This indicates that the Alpha-based method uses a smaller proportion of the 
cover text to embed hidden messages, resulting in a more efficient and less detectable 
steganographic technique. The illustration the comparison the three techniques regarding the 
capacity ratio performance is shown in Figure 3. 

 

 
Fig. 3. Comparison capacity ratio performance 

 
In Figure 3 shows the Alpha-based Representative Binary has lowest capacity ratio rather two 

techniques as feature-based 2-bit technique in text steganography. The lower capacity ratios 
achieved by the Alpha-based Representative Binary technique reflect its superior performance in 
maintaining the natural appearance and readability of the stego text while effectively embedding the 
necessary information. 

 
5. Conclusions 
 

This paper presents a comprehensive evaluation of the Alpha-based Representative Binary 
technique compared to the QUAD and One-Flow-2-Bit techniques in the realm of feature-based text 
steganography. The evaluation focuses on two critical performance metrics: contain letter used and 
capacity ratio. The Alpha-based Representative Binary technique consistently outperformed the 
other two methods across all samples. It demonstrated a lower total character count, indicating 
higher efficiency in embedding hidden messages while maintaining the natural appearance and 
readability of the stego text. This efficiency not only enhances the stego text's readability but also 
minimizes the likelihood of detection, making it appropriate choice for secure text steganography. 

Furthermore, the Alpha-based Representative Binary technique achieved the lowest capacity 
ratio in all evaluated samples. This result signifies that the Alpha-based method utilizes a smaller 
proportion of the cover text for embedding hidden messages, thereby producing a more natural and 
less detectable steganographic text. The study highlights the technique in maintaining the integrity 
of the cover text while embedding a significant amount of hidden information. Consequently, the 
Alpha-based Representative Binary technique stands out as efficient method for secure text 
steganography, balancing the demands of information density and concealment the hidden message. 
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