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ARTICLE INFO ABSTRACT

Article history: The exponential growth of data from diverse sources has amplified the challenges of
Recei"ed 7 FEbf”arV 2025 managing security, privacy and ethical concerns in big data governance. Organizations
Zig:;ii';;?:;;i%gc;m 21 March 2025 face significant risks related to data breaches, regulatory compliance and ethical
Available online 11 August 2025 dilemmas, necessitating robust governance frameworks. This study examines the state
of BDG practices in data-driven organizations, focusing specifically on security, privacy
and ethical concerns. Through a systematic literature review of 53 peer-reviewed
articles published between 2019 and 2024, the study identifies critical gaps and
opportunities in current governance practices. The findings reveal that while BDG
practices enhance data security, ensure compliance and foster ethical accountability
organizations struggle with fragmented frameworks, insufficient scalability and a lack
of unified strategies for addressing interconnected challenges. To bridge these gaps,
this study proposes the Security, Privacy and Ethical Concerns Maturity Assessment
Model (SPEC MAM), which evaluates governance maturity across four dimensions:
Security, Privacy, Ethical Concerns and Integrated Concerns. The model categorizes
maturity into four progressive stages: Foundational, Policy Development, Integrated
Practices and Proactive, providing organizations with a structured approach to assess
and enhance governance maturity. While the model offers a systematic framework for

Keywords: addressing BDG challenges, its real-world application and scalability remain areas for
Big data; big data governance; security; further exploration. This study contributes to academia and practice by advancing BDG
privacy; ethical concerns; maturity research and equipping organizations with actionable strategies to address security,
assessment model privacy and ethical concerns in an increasingly complex data landscape.

1. Introduction

In the digital age, big data has emerged as a cornerstone for innovation and growth across a wide
range of sectors. However, the rapid proliferation and replication of datasets have introduced
significant challenges, particularly in the areas of security, privacy and ethics. According to Ghafoor
et al., [1], these challenges not only threaten the integrity and confidentiality of data but also raise
complex ethical questions regarding data usage, privacy rights and the responsibilities of those who
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govern organizational data. As a result, conventional data governance frameworks have increasingly
proven inadequate in addressing these multifaceted issues [2-5], largely due to their rigidity and
inability to adapt swiftly to modern technological advancements [3,4]. Kusi-Sarpong et al., [6] asserts
that modern organizations require a robust data governance framework that centralizes governance
processes while ensuring the effective usability, consistency and security of data assets. However,
Sun et al., [7] highlight the lack of effective methods and approaches for improving the security
aspects of big data governance as a major barrier to its adoption by contemporary organizations.
Similarly, Elwan et al., [3] and Trom et al., [8] points to irregularities in data integrity as a critical
challenge, preventing organizations from adequately addressing security, privacy and ethical
concerns in big data governance.

Some scholars, such as Yebenes et al., [9] and Zorilla et al., [10], argue that one of the underlying
causes of these challenges is the lack of comprehensive data literacy programs within organizations,
which would provide regular training to employees on data security, privacy and ethical
responsibilities. Moreover, the absence of clear methodological approaches to guide organizations
in managing governance policies, regulatory compliance and data protection further exacerbates
these issues [2]. As noted by Kaginalkar et al., [11], existing big data governance frameworks tend to
focus primarily on the integration of data sources, often overlooking critical issues related to security
and privacy [7].

This study seeks to address the pressing challenges of security, privacy and ethical concerns
identified in the literature as critical issues within big data governance practices. To achieve this, the
study conducted a focused literature review exploring the multidimensional challenges and
complexities associated with these three components. The review synthesizes the current state of
research on how organizations are managing security risks, ensuring data privacy and upholding
ethical principles in an increasingly data-driven world. By highlighting gaps and opportunities in
existing governance frameworks, the study provides a comprehensive understanding of how
addressing security, privacy and ethical concerns can lead to more resilient and sustainable big data
governance practices. This study has defined three (3) research questions (RQ) that align with its
overall aim. The formulated research questions are as follows:

i.  RQl. What is the existing security, privacy and ethical challenges of big data governance?
ii. RQ2. What are the current approaches for addressing the security, privacy and ethical
challenges of big data governance?
iii.  RQ3. How can a model be developed to assess and mitigate the security, privacy and ethical
challenges in big data governance program?

The objectives of this study are as follows to:

i.  Explore and identify the existing challenges in big data governance programs, with a focus on
security, privacy and ethical concerns as highlighted in the literature
ii.  Examine the current approaches used to address these identified challenges
iii. Develop a model that can evaluate and assess the maturity stage of an organization’s security,
privacy and ethical challenges on big data governance program and highlight areas for
improvement.
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1.1 Background of Study

This section provides an overview of big data governance on security, privacy and ethical
challenges, drawing from previous studies to summarize their core definitions, characteristics and
relevance to modern organizational challenges. Big data governance, which focuses on the
management and control of vast, complex data environments, has become an essential component
for organizations seeking to ensure data security, privacy and ethical compliance. As data volumes
continue to grow exponentially, traditional governance frameworks are proving inadequate to
handle the unique challenges posed by big data, such as scalability, real-time data processing and
diverse data sources. This has led to the need for more dynamic, adaptable governance models that
can respond to the ever-evolving landscape of big data. Therefore, this study situates itself at the
intersection of these pressing challenges, aiming to provide a structured approach to evaluating and
addressing security, privacy and ethical concerns within big data governance. By exploring the
complexities of these components and their interplay, this research seeks to contribute to the
development of sustainable and resilient governance practices that enable organizations to
effectively manage their data assets while fostering trust and accountability in a data-driven society.

2. Literature Review
2.1 Big Data

Big data refers to extremely large and complex datasets generated from heterogenous sources
[1-4,12,13]. It is often described by the "4Vs": volume (i.e., the sheer amount of data generated);
velocity (the speed at which data is produced and processed); variety (the different types of data,
including structured, semi-structured and unstructured data); and veracity (i.e., the uncertainty or
trustworthiness of the data) [9,11]. Big data is generated from a heterogenous sources, of which
include social media platforms, sensors, mobile devices, transactions and web interactions, resulting
in an ever-increasing flow of information [11,12]. The rise of big data presents organizations with
both opportunities and challenges [13,14]. On one hand, big data provides the potential to uncover
valuable insights, predict trends and enhance decision-making processes by analysing large datasets
[17-19]. On the other hand, managing such vast and diverse data requires sophisticated governance
frameworks to ensure data quality, security and privacy [15,16].

2.2 Big Data Governance

Big data governance is an evolving concept that attracts many researchers. However, more effort
is required from this domain area [2,11]. Although, most of the identified definitions of big data
governance from the previous literature were drawn from Data Management Body of Knowledge
(DAMA-DMBOK) guide, which defines data governance as “the exercise of authority and control
(planning, monitoring and enforcement) over the management of data assets DAMA [17].” This
definition provides a foundational understanding of governance, focusing on authority, control and
the structured management of data. However, as the scope and complexity of big data have grown
[16,18], scholars have expanded this definition to suit specific contexts and applications.

For instance, Rahmadian et al., [15] describes big data governance as a multifaceted process that
involves organizational stakeholders, methodologies, protocols, tools and technologies, all working
together to enable organizations to harness their data as a valuable digital asset. This view
emphasizes the collaborative and interdisciplinary nature of big data governance, highlighting the
need for coordination across various departments and roles within an organization. In contrast,
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Ghafoor et al., [1] and Kaginalkar et al., [11] offer a more procedural approach, defining big data
governance as a set of processes, policies and practices designed to ensure that data is managed
efficiently, securely and in compliance with regulatory standards. This definition underscores the
importance of security and compliance, key concerns in the management of vast and diverse data
sets.

These varied perspectives reflect the complexity of big data governance, which must address not
only technical challenges but also organizational [19], regulatory and ethical concerns. As data
becomes increasingly central to decision-making and innovation [20], the role of big data governance
in ensuring data integrity, security and ethical use becomes even more critical [21].

2.3 Impact of Big Data Governance on Organizations

The impact of big data governance programs on modern organizations cannot be overstated [1].
While many organizations struggle to fully implement such program due to concerns over security,
privacy and ethical issues [21], those that do benefit significantly from the robust protection and
control that effective governance provides [22]. A well-structured big data governance program
establishes clear security protocols, safeguarding data against unauthorized access and breaches
[23]. By defining who can access data, under what conditions and implementing mechanisms to
control how data is protected organizations are better equipped to maintain data integrity and
confidentiality [19].

In addition to preventing security incidents, comprehensive big data governance program
incorporates encryption practices and enable regular security audits, ensuring that data remains
protected against evolving cyber threats [7]. These practices help organizations not only comply with
regulatory standards but also build trust with stakeholders by demonstrating their commitment to
data security [20,24]. Moreover, big data governance plays a crucial role in safeguarding privacy [25].
By establishing policies and practices that govern how sensitive information is collected, processed,
stored and shared organizations can ensure compliance with privacy regulations and mitigate the risk
of data misuse or violations [26]. This not only protects individuals' rights but also enhances
organizational reputation and trustworthiness in an era where data privacy is increasingly a focal
concern for both consumers and regulators [24-26]. In this way, big data governance is essential for
balancing the benefits of data-driven innovation with the need for security, privacy and ethical
integrity in the digital landscape.

3. Methodology
3.1 Review Protocol

This study conducted a comprehensive review of Big Data Governance, with a particular focus on
critical aspects such as security, privacy and ethical concerns in data governance practices. A
thorough analysis was performed on 53 scholarly articles published between 2019 and 2024, sourced
from five reputable academic databases: Web of Science, ScienceDirect, Emerald, Springer and
Google Scholar. 53 studies were selected from the domain of Big Data Governance, emphasizing the
emerging challenges and strategies related to data security, privacy protections and ethical
considerations in data management. These studies highlight the pressing need for robust frameworks
and approaches to mitigate risks associated with data breaches, ensure compliance with privacy
regulations and address ethical issues such as bias and transparency in data governance. These
studies were selected for their relevance in addressing the interdependencies between security,
privacy and ethical challenges in big data governance. This approach underscores our research
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commitment to a holistic understanding of big data governance, integrating technical resilience with
ethical accountability. Furthermore, this study applied specific inclusion and exclusion criteria in
selecting the articles for review, as detailed in Table 1.

Table 1

Articles selection criteria

Criteria Inclusion Exclusion

Language Studies in English language Other languages

Availability Full-text studies Uncompleted studies
Publication year Between 2019-2024 Earlier than 2019

Articles Only journals Conference & Book chapters

3.2 Studies Selection Criteria

The article selection for this study was guided by four key criteria to ensure the relevance and
guality of the included research. Only studies published in English were included, while those in other
languages were excluded. Full-text studies were selected for review and incomplete or unavailable
studies were excluded. The review focused on studies published between 2019 and 2024 to ensure
that the findings reflect the latest trends and emerging challenges in big data governance, particularly
concerning security, privacy and ethical concerns, with studies published prior to 2019 excluded. To
maintain a focus on high-quality research, only peer-reviewed journal papers were included, while
conference papers and book chapters were excluded.

The article selection for this study was guided by four key criteria to ensure the relevance and
quality of the included studies. First, language was a primary filter, with only studies published in
English being included, while those in other languages were excluded. Second, availability was
considered, with only full-text studies being selected for review, excluding incomplete studies. Third,
the publication year was restricted to works published between 2019 and 2024, ensuring that the
findings are current and reflect the latest trends in big data governance. Studies published prior to
2019 were excluded. Lastly, the type of articles was limited to peer-reviewed journal papers, with
conference papers and book chapters being excluded to maintain a focus on high-quality, well-vetted
research.

4. Research Questions’ Results

This section presents the findings based on the research questions outlined in this study, each of
which addresses critical aspects of big data governance in solving organizational challenges. The
research questions were designed to explore key issues such as security, privacy and ethical
challenges within big data governance frameworks, as well as the effectiveness of current
approaches in mitigating these issues.

To ensure clarity and structure of the findings, the results have been categorized into the four
fundamental components of big data governance: people, process, data and technology. These
categories help to organize the insights derived from the literature, ensuring a comprehensive
understanding of how each component interacts with the challenges and solutions identified. The
following sections provide detailed discussions on the outcomes for each research question, offering
a structured response to the:

i.  Existing security, privacy and ethical challenges of big data governance
ii.  Current approaches used to address these challenges
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iii.  Proposed Security, Privacy and Ethical Concerns Maturity Assessment Model (SPEC MAM).

4.1 The Existing Security, Privacy and Ethical Challenges of Big Data Governance (RQ1)

The findings related to the existing security, privacy and ethical challenges in big data governance
are outlined in the following table. These challenges represent key issues that modern organizations
face when managing vast amounts of data. The analysis reveals vulnerabilities related to data
breaches, unauthorized access, regulatory compliance and ethical data usage. Additionally, concerns
about the protection of sensitive information and the ethical implications of data-driven decision-
making are highlighted. These challenges, if left unaddressed, can significantly undermine the
effectiveness of big data governance programs. Table 2 presents a comprehensive overview of these
challenges, categorized according to the core components of big data governance: people, process,
data and technology. This classification enables a clearer understanding of how each aspect of
governance contributes to these challenges, providing a foundation for exploring potential solutions
in subsequent sections.

Table 2
Security, privacy and ethical challenges of big data governance
Challenge(s) Challenge(s) Description(s) Reference(s)
People Privacy invasion Reveal of personal information from anonymized data, can lead  [12,27,28]
to privacy invasions.
Data ownership The ambiguities about who owns data can lead to ethical [21,22,29,30]
dilemmas and conflicting rights and responsibilities.
Decisions can become perpetuated when there is Discrimination
Bias and among the stakeholders.
discrimination Identifying what constitutes ethical use of big data, in contexts
like human behaviour prediction and manipulation.
Ethical use of data  Lack of data literacy program can lead to security, privacy and
ethical challenges across the organization.
Data literacy [1,20,31,32]
program
Process Informed consent  To obtain genuine consent is challenging in big data contexts [11,29,33-35]
due to unforeseen processes.
Transparency The complexity of big data algorithms makes it difficult for
stakeholders to understand how data is being used.
Data Data breaches The volume of big data increases the vulnerability to breaches, [19,36-40]
risking exposure of sensitive information.
Data accuracy Poor data quality or outdated data can lead to inaccurate
analyses and reliability of decisions on data.
Regulatory Adhering to evolving regulatory frameworks like GDPR or HIPAA
compliance can be challenging.
Technology  Surveillance and Using modern technologies to gain unauthorized access about [18,41-43]
monitoring individual freedoms and privacy.

The analysis of the identified challenges in big data governance reveals several critical issues
across the fundamental components: people, process, data and technology.

i. People-related challenges: include privacy invasion, data ownership ambiguities, bias and

discrimination, ethical use of data and the lack of data literacy programs. Privacy invasion
occurs when anonymized data reveals personal information, while data ownership conflicts
lead to ethical dilemmas regarding rights and responsibilities. Bias and discrimination can
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arise in decision-making processes, impacting the fairness of big data usage among
stakeholders. Additionally, the ethical use of data, particularly in contexts such as behaviour
prediction and manipulation, remains a contentious issue. A significant challenge is the lack
of data literacy programs within organizations, which leads to security, privacy and ethical
violations, demonstrating the need for continuous education on data governance practices.

ii. Process-related challenges: focus on the difficulties of obtaining informed consent and
maintaining transparency in big data environments. Gaining genuine informed consent is
challenging due to the unforeseen nature of data processes and the complexity of data
collection. Furthermore, the lack of transparency around how big data algorithm’s function
makes it difficult for stakeholders to fully understand how their data is being used, increasing
concerns about privacy and misuse.

iii. Data-related challenges: dominated by concerns over data breaches, data accuracy and
regulatory compliance. The vast volume of data increases the vulnerability to breaches,
exposing sensitive information to unauthorized parties. Data accuracy is another critical issue,
as poor data quality can lead to inaccurate analysis and unreliable decision-making.
Compliance with evolving regulations, such as the GDPR and HIPAA, adds another layer of
complexity, as organizations must continually adapt to meet new legal requirements.

iv.  Technology-related challenges: centre around surveillance and monitoring, where modern
technologies are used to gain unauthorized access to personal data, raising concerns about
privacy and the potential for misuse of information. The rise of surveillance technologies
poses a significant threat to individual freedoms and privacy, further complicating the
landscape of big data governance.

In conclusion, these challenges highlight the multifaceted nature of big data governance issues,
spanning across people, processes, data and technology. Addressing these concerns requires a
comprehensive governance framework that not only ensures compliance and security but also
fosters transparency, ethical use and stakeholder engagement.

4.2 The Existing Approaches for Addressing the Security, Privacy and Ethical Challenges of Big Data
Governance Program (RQ2)

Following the identification of the key challenges in big data governance on security, privacy and
ethical concerns, this section presents the identified existing approaches for addressing these
challenges. Table 3 provides a comprehensive overview of the approaches identified from previous
studies, highlighting the methods employed to enhance data governance practices and mitigate the
risks associated with big data. The analysis of existing approaches for addressing the security, privacy
and ethical challenges in big data governance programs reveals several key strategies across four
main components (i.e., people, process, data and technology).

i. People-focused approaches: This approach emphasize the importance of involving
stakeholders from various departments [19], assigning clear roles and responsibilities within
data governance teams [44] and establishing data literacy programs [22,31]. These measures
are essential for fostering a culture of accountability and ensuring that all employees are
equipped with the knowledge and skills necessary to handle data responsibly [8,38].

ii.  Process-related approaches: The approach include the development of holistic data
governance frameworks that integrate organizational processes and foster cross-
departmental synergy [45,46]. Engaging relevant departments to work collaboratively
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enhances accountability in data management [6,7], while enforcing data quality standards
ensures that data remains reliable and fit for decision-making purposes [26,47].

iii.  Data-centred approaches: This approach focuses on compliance with international standards
and data privacy regulations, such as ISO 8000-61 for data quality, ISO/IEC 38505 for data
governance, ISO/IEC 27001 for information security, ISO 19600 for compliance management
and GDPR [21,48,49]. These standards provide structured guidelines for managing data
quality, security and regulatory compliance [18,37]. Additionally, setting internal data quality
standards and establishing data lifecycle management practices help ensure data integrity
and protect sensitive information [39,50].

iv.  Technology-driven approaches: Leverage advanced tools and methodologies to enhance data
governance. For instance, the use of fuzzy logic helps evaluate data governance activities,
while talent management systems (TMS) support skills alignment in data governance roles.

Table 3

Approaches for mitigating the security, privacy and ethical challenges of big data governance
Component(s) Approach(es) References

People By involving stakeholders across each department. [8,14,19,27,36,38,51]

Assigning clear roles and responsibilities to data governance teams.
Establishing data literacy program.
Process By developing a holistic DG framework or models that integrate [6,7,12, 23,52]
organizational processes.
Engaging relevant departments to operate in synergy and enforce
accountability measures for data management.
By enforcing data quality standards.
Data Ensure compliance with I1SO standards (e.g., ISO 8000-61 for data quality [18,37,39,50,53]
management, ISO/IEC 38505 for governance of data, ISO/IEC 27001 for
information security management and I1SO 19600 for compliance
management system).
Compliance with data privacy regulations (e.g., GDPR).
By setting data quality standards.
Establishing data lifecycle management.
Technology Using fuzzy logic approach to evaluate the data governance activities. [19,21,29,33,36,37,54-57]
Deploying talent management system (TMS).
Deploying modern data governance tools e.g., data catalogue, data
lineage, Collibra and Ataccana ONE.
Deploying data visualization tools (e.g., Bl Dashboards) to monitor the
data governance processes.
By implementing data classification schemas.

The deployment of modern data governance tools, such as data catalogues, data lineage tools,
Collibra and Ataccana ONE, along with data visualization tools like Bl dashboards, enables real-time
monitoring of governance processes. Implementing data classification schemas further enhances
data organization and security [19,21,37].

4.3 The Proposed Maturity Assessment Model (RQ3)

This question explores how a maturity assessment model can be developed to evaluate, assess
and mitigate the challenges of security, privacy and ethical concerns within the context of big data
governance programs. The question also underscores the critical need for organizations to establish
frameworks that not only diagnose existing challenges of BDG but also provide actionable strategies
to enhance governance practices. The results presented in this section reflect the practical
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application of the proposed model in identifying gaps and implementing solutions to mitigate
security, privacy and ethical risks. By focusing on these interconnected domains, the findings aim to
provide organizations with a roadmap for achieving resilience and accountability in their data
governance practices. Therefore, the detailed analysis of the model’s performance, effectiveness,
adaptability and potential for fostering sustainable governance in complex data environments is also
highlighted.

4.3.1 Overview of the proposed model

This The In today’s interconnected and data-driven world, the challenges of ensuring security,
privacy and ethical stewardship in data governance are more significant than ever. Organizations face
an urgent need to adopt comprehensive and sustainable practices that safeguard sensitive data,
maintain compliance with evolving regulations and uphold ethical standards in their operations. The
literature highlights the increasing demand for frameworks and models that address these critical
aspects, emphasizing their importance in enabling organizational resilience and growth.

As identified by this study, integrating security, privacy and ethical considerations into a cohesive
governance strategy presents inherent challenges but remains a foundational step in fostering
sustainable practices. With heightened awareness of these challenges organizations are increasingly
seeking methods to evaluate and enhance their maturity in addressing these domains. Therefore,
this study has introduced the security, privacy and ethical concerns Maturity assessment model (SPEC
MAM), with a structured and innovative approach designed to assess the maturity level of
organizations in managing these challenges. The SPEC MAM provides a practical framework for
evaluating current practices, identifying gaps and guiding towards an improved DG practice. By
addressing challenges in a unified manner, this model aims to guide organizations toward achieving
effective and sustainable DG practices in an era defined by complex data environment.

4.3.2 Model development

The model is designed to support organizations in addressing the unique challenges of
safeguarding sensitive data, maintaining privacy and upholding ethical standards within their data
governance practices. This model offers a structured framework for evaluating the maturity level of
an organization’s initiatives in managing security, privacy and ethical concerns. It identifies the
current state of maturity while highlighting critical gaps and areas for improvement, enabling
organizations to make informed decisions to advance their practices. Whether an organization is at
the beginning stages or has already implemented robust measures, the model serves as a strategic
tool to guide continuous improvement and ensure comprehensive data governance practices.

The MAM uniquely integrates the four critical dimensions of Security, Privacy, Ethical Concerns
and Integrated Concerns, offering a holistic approach to addressing modern DG governance
challenges. By consolidating these dimensions, the model empowers organizations to navigate the
complexities of today’s data environment and develop resilient strategies for handling the
organizational data. Through an interactive evaluation process organizations can objectively assess
their maturity level, identify critical weaknesses and implement targeted enhancements to
strengthen their DG governance practices. The MAM provides actionable insights and clear guidance
for interpreting assessment outcomes and planning progressive steps to achieve excellence in
managing security, privacy and ethical challenges. This innovative model equips organizations with
the tools needed to align their practices with global standards, ensuring accountability, compliance
and ethical stewardship in an increasingly interconnected and data-driven world.
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4.3.3 Model dimensions

The proposed model is developed upon four critical dimensions: Security, Privacy, Ethical
Concerns and Integrated Concerns. These dimensions serve as the foundational pillars for evaluating
and enhancing an organization’s governance practices, particularly in addressing the challenges
associated with safeguarding sensitive data, ensuring compliance and upholding ethical standards.
Each dimension represents a unique but interconnected aspect of DG governance, collectively
supporting organizations in establishing effective and sustainable DG practices. By addressing these
dimensions holistically organizations can systematically evaluate their maturity, identify gaps and
implement improvements that align with modern governance requirements.

Consolidating the focus on security, privacy and ethical challenges across these dimensions is vital
for achieving a resilient and accountable governance framework. Figure 1 presents the 4 dimensions
that form the core building blocks of the proposed model. The detailed description of each
dimension, emphasizing their contributions to advancing organizational maturity in managing
security, privacy and ethical concerns are discussed as follows:

i.  Security: The Security dimension evaluates the organization's ability to protect its data assets
and systems from threats and unauthorized access. This dimension focuses on the
implementation of risk identification and mitigation strategies, secure access controls,
encryption techniques and incident response mechanisms. It also examines the maturity level
of regular security audits, compliance with security standards and employee training on
cybersecurity practices. Additionally, this dimension assesses the deployment of advanced
tools and technologies for threat detection and monitoring, ensuring the organization’s
resilience against potential data breaches and vulnerabilities in its data governance practices.

ii.  Privacy: The Privacy dimension focuses on the organization's approach to safeguarding
personal and sensitive information generated by intelligent systems. It evaluates the maturity
of privacy policies and mechanisms such as anonymization, pseudonymization and secure
data sharing. This dimension also assesses compliance with local and international privacy
regulations (e.g., GDPR, HIPAA) and the organization’s ability to address data subject rights,
including access and erasure requests. Furthermore, it evaluates how organizations ensure
privacy-by-design principles and conduct regular updates to privacy policies to keep pace with
evolving regulations. Training programs on privacy practices are also a key component of this
dimension.

iii.  Ethical Concerns: The Ethical Concerns dimension evaluates the organization's commitment
to addressing ethical issues related to data governance. This dimension examines the
presence of frameworks for bias detection and mitigation, guidelines for ethical Al usage and
mechanisms to ensure transparency and accountability in data practices. It also evaluates the
organization’s efforts to engage stakeholders in ethical reviews and their ability to conduct
ethical impact assessments. Training programs for employees on ethical data handling and
policies for preventing discriminatory outcomes are additional aspects of this dimension,
ensuring responsible and fair usage of data generated by intelligent systems.

iv. Integrated Concerns: The Integrated Concerns dimension assesses the organization's ability
to address security, privacy and ethical challenges in a unified and holistic manner. This
dimension evaluates cross-functional collaboration and alignment of governance practices
with organizational and regulatory policies. It also examines the maturity level of integrated
risk management frameworks, automated governance workflows and scalable solutions for
data governance. Furthermore, this dimension assesses the organization’s ability to
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continuously improve and adapt governance practices to evolving data-driven environments,
ensuring that security, privacy and ethical considerations are seamlessly interwoven into its
overall data governance strategy.

Security:

Privacy:

Ethical Concerns:

Integrated Concerns:

¥ Risk identification and Data anonymization and v Frameworks for bias detection " Cross-functional collaboration
mitigation pseudonymization and mitigation for govemance

v Incident response and Consent management ¥ Guidelines for ethical Al and " Inteprated risk management
recovery plans frameworks data usage frameworks

¥ Access control and Privacy-by-design v Transparency in decision- " Alignment with organizational
authentication mechanisms implementation making processes and legal policies

v Encryption and secure data Compliance with privacy laws v Stakeholder engagement in “  Holistic data lifecycle
storage (e.g.. GDPR, HIPAA) ethical reviews management

v"  Regular security audits and Mechanisms for data subject v Mechanisms for " Continuous improvement
assessments rights (e.g.. access, erasure) accountability and oversight mechanisms

¥ Threat detection and Privacy impact assessments v Training on ethical data " Unified dashboards for
monitoring tools (PIA) practices monitoring governance

v" Compliance with security Secure sharing and transfer of v Ethical impact assessments aspects
standards (e.g.. ISO 27001) data v Policies to address " Scalable frameworks for

¥ Staff training on Monitoring for data misuse or discriminatory outcomes growth
cybersecurity practices breaches ¥ Public reporting on ethical “  Automation tools for

Regular updates to privacy compliance streamhned govermnance

policies

*  Strategic alignment with
orgamizational goals

Fig. 1. The proposed model’ dimensions
4.3.4 Maturity stages in the proposed model

The stages of the proposed maturity assessment model provide a structured framework for
evaluating an organization’s progression in managing critical aspects of data governance. These
stages are designed to help organizations identify their current maturity level, uncover challenges in
addressing security, privacy and ethical concerns and prioritize strategic actions for improvement.
Unlike conventional maturity models, which often rely on generalized benchmarks, the stages in this
model are specifically tailored to the four dimensions: Security, Privacy, Ethical Concerns and
Integrated Concerns.

Similarly, the model is divided into four progressive stages: Foundational awareness, Policy
development, Integrated practices and Proactive practices. Each stage represents a significant
milestone in the organization’s journey toward achieving robust and sustainable practices for
addressing security, privacy and ethical challenges. As organizations progress through these stages,
they can expect to realize greater operational efficiency, enhanced compliance and improved
stakeholder trust.

Figure 2 illustrates the progression through these stages, offering a clear path for interpreting
assessment results. The stages provide the necessary context for understanding the organization’s
maturity level and identifying actionable areas for improvement. This model developed 12 survey
guestions as input for assessing an organization’s maturity level. Out of these questions 3 are on
security, 3 on privacy, 4 on ethical concerns and 2 on integrated concerns. Moreover, the number
responses from 1- 4 from questions on every dimension represents the stages of maturity of an
organization’s data governance practices on security, privacy, ethical and integrated concerns. The
criteria for assessing the maturity stages are categorized into two approaches: 1. One directional
response and 2. Mixed responses.
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Fig. 2. Stages of maturity in the proposed model
4.3.4.1 One-directional responses

i.  Foundational Awareness Stage: If an organization's responses to all 12 survey questions fall
under “Option 4”7, the organization is classified in the “Foundational Awareness Stage”. This
indicates that the organization has no formal security, privacy, ethical and integrated
concerns’ mechanisms in place, but has plans for future improvements. Efforts are minimal
and frameworks, policies and processes are in the conceptual stage.

ii. Policy Development Stage: If an organization's responses to all 12 survey questions fall under
“Option 3”, the organization is classified in the “Policy Development Stage”. At this stage, the
organization is in the planning phase. Initial steps are being taken to conceptualize security,
privacy, ethical and integrated concerns’ mechanisms processes.

iii. Integrated Practices Stage: If an organization's responses to all 12 survey questions fall under
“Option 2”, the organization is classified in the Integrated Practices Stage. Security
frameworks, privacy and ethical processes are partially functional and the organization is
making progress in operationalizing its mechanisms practices.

iv.  Proactive Practices Stage: If an organization's responses to all 12 survey questions fall under
“Option 1”7, the organization is classified in the “Proactive Stage. This represents the highest
level of maturity in terms of security, privacy and addressing the ethical concerns and
comprehensive and fully operational frameworks, policies and processes are implemented
effectively.

4.3.4.2 Mixed-responses approach
In the case of mixed-responses approach, for instance if an organization’s responses multiple
options, additional options and guidelines determining the scores has been developed. In this regards

we categorized the approach into two (2):

i.  Numerical weight approach
ii. Weighted percentage approach.
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Average Score =

Below are the guidelines for assessment:

® O O O O

O

O O O e

Numerical weight approach. Assign numerical weights:

Option 1 (proactive stage): 4 points;

Option 2 (integrated practices stage): 3 points;

Option 3 (policy development stage): 2 points;

Option 4 (foundational stage): 1 point.

Calculate the total score: Multiply the response frequency for each option by its
corresponding weight and sum up the total weighted score across all 12 survey questions.
Example, if an organization answers:

4 questions as Option 1

5 questions as Option 2

2 questions as Option 3

1 question as Option 4

The total score is calculated as:

(4x4) +(5x3) +(2x2) +(1x1) =16+15+4+1=36(4 \times 4) + (5 \times 3) + (2 \times 2) + (1 \times
1)=16+15+4+1=36.

Determine the average score: Divide the total score by the number of survey questions (12 in
this case):

Total Score __ 36 _
Number of Questiond T 12

3.0 (1)

Map the average score to maturity stages: Use the following mapping: 3.5-4.0 (proactive
stage), 2.5-3.49 (integrated practices stage), 1.5-2.49 (policy development stage) and 1.0-1.49
(foundational stage). Therefore, in this example, the average score is 3.0, which places the
organization in the “integrated practices stage” of maturity in terms of security, privacy and
ethical concerns.

Weighted percentage approach. Here are the guidelines for determining the maturity using
this approach. For example, if an organization responded to the 12 survey questions as
follows:

Option 1 (proactive stage): 3 questions

Option 2 (integrated practices stage): 4 questions

Option 3 (policy development stage): 4 questions

Option 4 (foundational stage): 1 question

Step 1: Calculate the percentage of responses for each option. Divide the number of
responses for each option by the total number of questions (12) and multiply by 100 to
calculate percentages:

Option 1 = —x 100 = 25%
Option 2 = — X 100 = 33.33%
Option 3 = — x 100 = 33.33%
Option 4 = — x 100 = 8.33%

Step 2: Assign weights to each option. Use the following weights for the maturity stages:
Option 1 (proactive stage): 4 points

Option 2 (integrated practices stage): 3 points

Option 3 (policy development stage): 2 points
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o Option 4 (foundational stage): 1 point
Step 3: Multiply each percentage by its weight. For each option, multiply the percentage by
its corresponding weight:

o Option 1: 25%x4=1.025\% \times 4 = 1.0
o Option 2: 33.33%x3=1.033.33\% \times 3=1.0
o Option 3: 33.33%x2=0.6733.33\% \times 2 = 0.67
o Option 4: 8.33%x1=0.0838.33\% \times 1 = 0.083
e Step 4: Sum up the weighted values. Add the weighted values to calculate the overall
weighted score:
1.0+1.0+0.67+0.083=2.7531.0+ 1.0 + 0.67 + 0.083 = 2.753
e Step 5: Map the weighted score to a maturity stage. Use the following mapping:
o 3.5-4.0: Proactive stage
o 2.5-3.49: Integrated practices stage
o 1.5-2.49: Policy development stage
o 1.0-1.49: Foundational stage

In this example, the organization’s overall weighted score is 2.753, which places it in the
“Integrated practices stage” of maturity.

4.3.5 Impact and applicability of the proposed model

The Security, Privacy and Ethical Concerns Maturity Assessment Model (SPEC MAM) is developed
as a versatile and comprehensive tool for evaluating and enhancing BDG governance practices in
organizations. The SPEC MAM also offer a structured framework to assess organizational maturity
and provide actionable pathways for improvement. The proposed is developed to enable
organizations to:

i.  Strengthen their DG practices by identifying critical gaps across the dimensions of security,
privacy, ethical concerns and integrated concerns, the model also empowers organizations to
fortify their governance frameworks.

ii. Itenhances risk management in facilitating a proactive approach to mitigating risks associated
with data breaches, privacy violations and ethical dilemmas, ensuring greater resilience.

iii.  Achieve compliance and trust by assisting organizations to align their practices with global
standards and regulatory requirements, fostering trust among stakeholders and improving
transparency.

iv. It fosters continuous improvement through its progressive maturity stages; the SPEC MAM
drives organizations to move systematically from foundational practices to proactive
governance excellence.

5. Discussion

This study addresses the critical challenges of security, privacy and ethical concerns within the
domain of Big Data Governance (BDG), focusing on organizations generating data from diverse and
complex sources. The proposed Security, Privacy and Ethical Concerns Maturity Assessment Model
(SPEC MAM) provides a structured framework for assessing governance maturity across four
dimensions: Security, Privacy, Ethical Concerns and Integrated Concerns. The model categorizes
organizations into four progressive stages “Foundational”, “Policy Development”, “Integrated
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Practices” and “Proactive” to reflect their journey toward governance excellence. The findings from
the literature review highlight that while organizations increasingly recognize the importance of BDG,
many faces persistent issues such as fragmented frameworks, limited scalability and inadequate
mechanisms for addressing security, privacy and ethical concerns. These challenges are exacerbated
by the rapid growth of data and the evolving regulatory environment. The SPEC MAM addresses
these gaps by offering a practical and actionable framework to evaluate governance practices,
identify deficiencies and prioritize improvements.

The discussion underscores the importance of aligning governance practices with global
regulatory standards, fostering ethical accountability and implementing robust security measures to
mitigate risks. The proposed model not only emphasizes a holistic approach to governance but also
enables organizations to enhance operational efficiency, strengthen stakeholder trust and achieve
sustainable growth in a data-driven environment. While the SPEC MAM provides a valuable tool for
organizations, its practical implementation in real-world contexts and scalability across various
industries warrant further exploration. Future studies should validate the model through empirical
research, applying it to diverse organizational settings to assess its adaptability and effectiveness. By
addressing these gaps, the SPEC MAM advances both academic discourse and practical applications,
equipping organizations to navigate the complexities of modern data landscapes effectively.

6. Limitations and Future Directions

This study provides a robust framework through the Security, Privacy and Ethical Concerns
maturity assessment model to address critical challenges in BDG. However, certain limitations
warrant consideration. First, the model's development is primarily based on insights from a literature
review and its practical implementation has yet to be validated through empirical studies in real-
world organizational settings. Second, while the model offers a structured approach to governance,
its adaptability to diverse industries and varying organizational scales remains untested.

Future research should focus on validating the SPEC MAM in diverse organizational contexts to
assess its effectiveness and adaptability. Further studies should also investigate how the SPEC MAM
can be customized to address sector-specific challenges, ensuring broader applicability and scalability
across industries. These directions will contribute to refining the model and advancing the discourse
on BDG practices in an increasingly complex data environment.
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