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Information security is an important aspect of safeguarding digital assets and ensuring 
the security of any sensitive information. In this context, steganography is essential in 
hiding information within apparently harmless carriers such as images, audio files or 
text, with the goal of avoiding detection by unauthorized parties. Numerous scholars 
in the past have strived to apply steganography specifically in the text domain, utilizing 
distinctive feature-based methods to implant letters that camouflage the concealed 
message within textual content. The majority of feature-based techniques embed a 
hidden message by converting it into binary bits. This paper introduces a novel feature-
based technique that transforms the hidden message into binary bits, representing 
each text letter with two binary bits across both uppercase and lowercase alphabets. 
The technique utilizes an alphabet-based sequence table to correlate the sequence 
number of letters in the hidden message with the corresponding binary bits. This 
approach anticipates streamlining the embedding process, generating stego text with 
a concealed message while minimizing the binary bit length required to cover the 
message. The novel technique is evaluated against previous techniques in terms of 
both single-bit and dual-bit feature-based techniques. This efficient approach 
minimizes the binary bit length needed to cover the message, achieving 100% 
embedding performance in limited sentences of cover text when implementing the 
feature-based method. 
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1. Introduction 
 

Securing information is crucial in today's technology and communication, especially when sharing 
data over open networks [1,2]. Ensuring the protection of digital assets is essential, emphasizing the 
importance of maintaining the security elements of any sensitive information. Steganography, a part 
of information security, helps with covert communication and data protection. The easy accessibility 
of information worldwide on open networks, without territorial restrictions, raises concerns due to 
widespread document fabrication and forgery. This poses significant risks, including losses for 
individuals, communities, industries and national security. Sharing information online exposes it to 
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unauthorized users [3-5]. Therefore, using steganography techniques is essential to address these 
potential problems regarding the implementation of information steganography [6-10]. 

Steganography is the practice of concealing information to hide signals within messages across 
various mediums, making them imperceptible to both human vision and automated devices [10,11]. 
When considering performance in information concealment technology, the goal of steganography 
is to ensure the protection of hidden information. Throughout history, steganography has been 
employed to secure covert messages when sharing information in crucial communications [12-15]. 
The primary objective of utilizing steganography is to conceal sensitive information during different 
modes of data transfer [15]. Figure 1 provides a visual representation of the categories and hierarchy 
involved in implementing steganography. 

 

 
Fig. 1. Steganography field implementation from [19,20] 

 
Based on Figure 1, steganography techniques are classified into two categories with distinct 

applications: digital steganography and methods utilizing natural language. Digital steganography, 
falling under the first category, is utilized in non-textual mediums such as images, sounds, videos and 
protocol channels [16,17]. The second category, referred to as natural language steganography also 
known as text steganography, primarily employs the steganographic mechanism within text. It is a 
security technique used to conceal messages within other non-secret text, ensuring that the presence 
of the hidden message is undetectable to an observer. Unlike encryption, which scrambles data into 
an unreadable form, text steganography embeds the hidden message directly into the carrier text, 
making it appear ordinary and innocuous. This entails incorporating the hidden message into the text 
to evade detection by third parties. In short, natural language steganography effectively conceals the 
concealed message from potential intruders [18,19]. The implementation of natural language 
steganography comprises two categories: linguistic steganography and text steganography. In 
linguistic steganography, textual features specific to language are employed to hide a message within 
the text, using linguistic variations as principles for embedding the confidential message [20,21]. 

Meanwhile, text steganography utilizes various text elements like words, text lines, spacing and 
other textual features to hide confidential messages [22-25]. It exerts no influence on the linguistic 
structure of text, in contrast to linguistic steganography [26,27]. This divergence is rooted in text 
steganography's focus on the text's components and criteria rather than linguistic principles during 
the process of concealing hidden messages [28]. It consists of two methods of text steganography 



Journal of Advanced Research Design 

Volume 143 Issue 1 (2026) 43-54  

45 

which are word-rule based method and feature-based method. In world-rule based. The word-rule 
based method involves manipulating the hidden message by shifting it horizontally and vertically 
within the text medium. Conversely, the feature-based method conceals the hidden message by 
leveraging distinctive characteristics of letters, such as adjusting their shape, position, size and form 
within the textual medium [12,21]. 

This paper specifically focuses on advancing a feature-based method within text steganography 
[29]. This method facilitates the concealment of messages by integrating them according to the 
distinctive characteristics of letters in languages utilizing the A-Z alphabet [18]. The aim of this paper 
is to contribute to the enhancement and diversification of text steganography techniques, 
particularly in utilizing feature-based approaches to covertly embedded hidden messages within the 
text. 

 
2. Related Work 

 
Text steganography, a feature-based approach involves modifying distinct text features using a 

designated code word. This can be achieved through various methods, such as altering the 
formatting, using invisible characters or manipulating the structure of sentences. These features 
include word orientation, whether vertical or horizontal and word length, where the orientation 
might slightly shift up and down and the code word's length could either contract or expand to 
incorporate parts of a hidden message within text data [30-32]. The goal is to transmit sensitive 
information securely without raising suspicion that other communication is taking place. Text 
steganography is particularly valuable in environments where encryption is monitored or forbidden, 
providing an alternative method for confidential communication. This study employs a feature-based 
method, utilizing frequency normalization in columns for embedding letter selection [33]. The 
concealed message is derived from inter-word spaces and specific text placements, using the Unicode 
system with paired binary bits. In this method, the Unicode function possesses the ability to hide 
three characters, providing a total of eight potential pathways for the execution of the hiding process. 

Another feature-based technique in steganography applied for concealing information was within 
the web-page environments. These techniques utilize specific characteristics or attributes of the 
content to securely embed hidden data. In the context of text steganography, feature-based methods 
are preferred for their simplicity and effectiveness [34]. By leveraging features inherent to the 
content, such as structural elements or visual properties, these techniques can subtly encode 
information within web pages. Other work by Bajaj et al., [35] introduced a feature-based approach 
for web-page environments, specifically focusing on HTML. It embeds the binary bits of the hidden 
message within italic and underline tags at the back end of the protocol medium on the website. This 
method effectively converts a large amount of data into hexadecimal in the HTML source code, 
making it a robust approach for concealing extensive or lengthy text. 

The implementation of feature-based technique also utilizes the ASCII table in embedding 
process. Naharuddin et al., [36] proposed a feature-based technique involving the mapping of binary 
bits into elements of the ASCII table to conceal hidden messages. The mapping process establishes 
the order of binary bits derived from the hidden message, introducing an additional number within 
the range of 1 to 7. This additional number determines both the column and row for placing the 
embedded text. Unlike focusing on text length capacity, this technique attains high-capacity 
functionality by hiding the covert message through row and column positioning. Moreover, Mandal 
et al., [37] implemented number oriented in English text that adopted from mathematical model in 
ASCII value. This technique embeds the hidden message using ASCII that convert into number pair of 
group letter that changes the position the letter to create the stego text. Meanwhile, it extracts the 
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stego text based on co-ordinate by ascending order of number pair-based value decode accumulated 
from collection in ASCII value.  

Wu et al., [38] proposed a feature-based method utilizing single-bit embedding within a coverless 
medium. This method embeds the hidden message within text by employing a single binary bit within 
the same word, utilizing Markov chain principles. This involves altering transitions within the text, 
leveraging the uniqueness of each word as a location for embedding the binary bit. While this 
technique demonstrates high-performance effectiveness in text steganography, it does not 
comprehensively address the transition order of the hidden message within the text. Furthermore, 
the use of a single binary bit per word simplifies the embedding process, enhancing the algorithm's 
efficiency. However, this approach may not fully capture the intricate transition patterns required for 
complete concealment of the hidden message within the text. To enhance the technique's efficacy, 
future research could explore methods to incorporate additional binary bits per word or refine the 
Markov chain transition modelling. Additionally, comprehensive testing across various text types and 
lengths is necessary to evaluate the method's robustness and scalability in real-world applications. 

Furthermore, Kataria et al., [39] devised a text steganography solution known as Encryption with 
Cover Text and Reordering (ECR) using ExOR, which enables quick embedding and extraction. 
However, the process of integrating the two characters posed challenges in retrieving the enciphered 
text's original message. This method employed bit 0 to describe cover text and bit 1 for encrypted 
content, rearranging among eight numbers of binary bits of a random key. Moreover, Bhattacharyya 
[40] introduced an innovative technique for concealing the hidden message by altering the letter 
characteristics of the English alphabet. Depending on the binary bit sequence, characters with dots, 
such as character 'i' or 'j', are embedded into bit 0, while characters 'A', 'a' and 'c' are incorporated 
into bit 1. This method offers a unique approach to enhance the covert transmission of information 
within the text domain. 

Then, Dulera et al., [30] proposed a method for character concealment using a combination of 
feature-based and English characters of random character sequences. This technique transforms 
messages into binary bits, categorizing them based on letter shapes. Curved letters hide bit 0, while 
letters without curves hide bit 1. The method also involves concealing letters with a vertical line that 
called VERT technique, where remaining letters are concealed within bit 0 and the vertical line is 
obscured within bit 1. Additionally, letter types are grouped into four classifications is named as 
QUAD technique: curved letters are linked to bits 00, letters with a solitary vertical line are associated 
with bits 10, letters with central horizontal lines are connected to bits 01 and letters with diagonal 
lines are tied to bits 11. This paper utilizes VERT technique and QUAD technique as the comparison 
alpha-based technique of feature-based method because utilized as benchmark and comparison 
technique by previous researchers [34,41,42]. It used VERT technique as single bit and QUAD 
technique as dual bit representative technique that able to compare with the binary Alpha-based 
technique as feature coding method. 

 
3. Methodology 

 
The fundamental technique outlined is based on the representative binary table for the Alphabet-

based method, as shown in Table 1.  
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Table 1 
Alphabet-based representative binary 
Alphabet-based sequence table 

Letter Uppercase Number of sequences Lowercase 
Binary bit 01 10 

Represent Binary A 1 a 

B 2 b 

C 3 c 

D 4 d 

E 5 e 

F 6 f 

G 7 g 

H 8 h 

I 9 i 

J 10 j 

K 11 k 

L 12 l 

M 13 m 

N 14 n 

O 15 o 

P 16 p 

Q 17 q 

R 18 r 

S 19 s 

T 20 t 

U 21 u 

V 22 v 

W 23 w 

X 24 x 

Y 25 y 

Z 26 z 

 
Table 1 serves as a categorical indicator for the types of letters incorporated within the text, 

distinguishing between uppercase and lowercase letters. In this schema, the binary bit '01' is 
designated for uppercase letters, while '10' is assigned to lowercase letters. These binary indicators 
are employed in conjunction with a numerical sequence that enumerates the letters from A to Z. This 
table will serve as a guide for converting the cover text incorporating the hidden message associating 
the binary bit and its number of sequences in generating the stego text.  
 
3.1 Binary Alphabet-Based Technique 

 
The technique utilizing a binary alphabet-based system comprises of two distinct stages: 

embedding and extraction. This methodology involves the construction of a cover text that 
ingeniously incorporates a concealed message via a specialized binary conversion.  

In Figure 2, the flowchart illustrates a steganographic technique for concealing and revealing 
covert messages within text by manipulating letter capitalization to represent binary data. Initially, 
the input text is segmented into two parts: the cover text and the hidden message, both of which are 
converted into binary. Depending on the presence of a steganographic key, the binary digits 
determine whether uppercase or lowercase letters are employed to discreetly integrate the message 
within the cover text. The resulting stego text, containing the encoded message, facilitates message 
extraction by recovering binary bits from the text and converting them back into the original hidden 
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message, thereby concluding the process. This approach enables secure and clandestine 
communication by concealing information in plain view. 

 

 
Fig. 2. Flow process of binary alpha-based technique 
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Unlike the standard binary conversion, which assigns a fixed binary value to each alphabet 
character as depicted in Table 2, the representational binary differs.  

 
Table 2 
Comparison of converting and representing binary bit 
Hidden Message Convert binary Represent binary 

 
Data 

01000100 01100001 01110100 01100001 01101010 

 
Table 2 shows hidden message with the word 'Data' used 32 binary bits in the normal conversion 

process. Meanwhile, the binary alphabet-based technique only uses eight number bits to represent 
the word “Data” as the hidden message. For instance, an uppercase 'D' is encoded as '01000100', 
while a subsequent lowercase 'a' is encoded as '01100001' and the process continues to the end of 
the message. However, this form of conversion may limit the efficiency of data embedding due to its 
increased predictability and uniform structure [43]. Moreover, the transparent methodology of data 
conversion to binary format might increase the detectability of the encoded message, potentially 
making it more vulnerable to steganalysis techniques [44]. 

The main process of the binary alpha-based technique consists of two processes with are 
embedding and extracting process as the stages in executing to implement this technique as feature-
based method. 

 
3.2 Stage I: Embedding 

 
The initial phase of the binary alphabet-based technique is characterized by the transmission of 

a concealed message embedded within a selected cover text. The pivotal mechanism of this strategy 
requires the precise alignment of the embedded letters within the cover text. Thus, the construction 
of a cover text that embodies the exact sequence of concealed letters, inclusive of both uppercase 
and lowercase forms, is crucial. During this phase, a conversion procedure is undertaken to derive 
the representational binary bit. This involves a systematic transformation of the hidden message into 
an alphabet-based representation, which is subsequently converted into representational binary bits. 

 
3.3 Stage II: Extracting 

 
The second stage of the alphabet-based technique is the extraction process, which is 

fundamentally concerned with the unveiling of the encoded messages from their representational 
binary bit form. This stage comprises the reversal of the prior embedding process. The methodology 
initiates with the transformation of the representational binary bits into their corresponding 
alphabet-based representatives. This step is a critical precursor to the ultimate objective of the 
extraction phase: to elucidate and present the originally concealed message in a discernible format. 

 
4. Results and Discussion 

 
The comprehensive procedure of the proposed technique was illustrated in Figure 3. It begins 

with the embedding process in determining the cover text and hidden message that represent binary 
bits. Moreover, the process involves extracting the number of sequences from both the hidden 
message and the binary bit list in the Alphabet-based technique table. The binary bit is then 
embedded in the cover text, utilizing one selected letter to generate the stego text. In the extraction 
phase, the stego text is restored to unveil the binary bit by referencing the Alphabet-based technique 
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table. Then, the binary will be matched with the number of sequences in the Alphabet-based 
technique table to discover the hidden message. Thus, the implementation of the proposed 
technique is called Alphabet-based represent binary of feature-based method in text steganography. 

 
I. Embedding Stage 

 
 
 
 
 
II. Extracting Stage 

 
Fig. 3. The overview of implementation of alphabet-based technique with two stages 
embedding and extracting through example 

 
In Figure 3, it shows the implementation of binary Alphabet-based technique that differ with the 

standard technique of feature-based technique that convert the hidden message into binary bits. In 
this technique, every character letter, whether uppercase or lowercase, serves as a carrier for hidden 
messages within the text. During the embedding process, each letter from the hidden message 
corresponds to the same letter in the cover text. Notably, uppercase letters represent '01' bits, while 
lowercase letters represent '10' bits, integrating them discreetly into the cover text. The number of 
bits from the hidden message is concealed within the cover text using matching character letters. 
Subsequently, these embedded numbers ordered by letters, are stored in a secret table within the 
system post embedding or extracting process. 
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Furthermore, this paper considers the VERT and QUAD technique as the comparison of with this 
technique. The VERT technique as the single bit hiding process and QUAD technique as dual bit 
technique of feature-based method in hiding the binary bit in generate the stego text. These two 
techniques compare the performance with the proposed technique using evaluation letter used and 
binary bit embedded that become the important process in feature-based method. The evaluation 
used the cover text from Figure 3 with sentence “Development and implementation system in 
technology” and hidden message “Data” in processing in hide the text. For two techniques the hidden 
message “Data” convert into binary bit “01000100 01100001 01110100 01100001” with a total of 32 
numbers. In VERT technique, it used single bit implementation that has to embed 32 number binary 
bits in the cover text, while QUAD technique as dual bit that has to embed 32 number binary bits in 
16 letters for generating the stego texts. However, the Alpha-based only used eight binary bits that 
has to embed only four letters in embedding process. The comparison of technique shows in Table 
3.  
 

Table 3 
Result comparison of alpha-based technique with other technique of feature-based method 
Techniques Total binary bit Expected binary embedded Letter used % Binary bit embedded 

VERT 32 32 21 65.63% 
QUAD 32 16 11 68.75% 
Binary Alpha-based 8 4 4 100.00% 

 
Table 3 shows the comparison the three techniques of feature-based technique in embedding 

the binary bits in the cover text. Binary Alpha-based technique achieves 100% binary bit embedded 
performance that the letter used and expected binary bit has same number with four numbers. 
Meanwhile, the VERT technique achieves 65.63% that only 21 letters used that should be embedded 
32 binary bits. Then, the QUAD technique achieves 68.75% that 16 binary bit that used only 11 letters 
used in embedded process that means lost some of binary bits in generating the stego text. Based on 
this performance, it seems the binary Alpha-based technique has the accurate embedding process 
with limited the cover texts. 

 
5. Conclusion 

 
In conclusion, this paper introduced a novel feature-based method known as Alphabet-based 

binary representation for generating stego text by utilizing both uppercase and lowercase letters. 
The technique employs a specialized table, the Alphabet-based Sequence table, to assign binary 
representations (01 for uppercase and 10 for lowercase) to each letter. During the embedding 
process, the numerical order of letters is utilized, allowing the hidden message to be seamlessly 
integrated into the cover text. The proposed approach effectively utilizes character letters as hidden 
messages, with the representation of uppercase and lowercase letters as 01 and 10 bits, respectively. 
A key distinction between the Alphabet-based binary representation technique and common 
feature-based methods lies in the conversion of hidden messages into binary bits. The paper 
demonstrates this by comparing the binary representation of the word "Data" using the conventional 
method (32 bits) and the proposed Alphabet-based technique (8 bits), highlighting the efficiency of 
the latter. 

The execution process of the Alphabet-based binary representation technique within the feature-
based method involves embedding and extracting processes. The embedding process integrates 
binary bits into generating the stego text by choosing particular letters from the cover text. 
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Subsequently, during the extraction process, the stego text extract the hidden message becomes 
apparent by aligning the binary bits with the sequences found in the Alphabet-based technique table.  

Moreover, the performance of the binary Alpha-based technique is compared with two 
techniques: the VERT technique, which uses a single bit and the QUAD technique, which uses dual 
bits. The two techniques only achieve 65.63% for the VERT technique and 68.75% for the QUAD 
technique in terms of binary bit embedding performance. Meanwhile, the binary Alpha-based 
technique achieves 100% binary bit embedding performance, accurately embedding bits in the stego 
text despite the limited text available. This implementation of the binary Alpha-based technique 
demonstrates its effectiveness within the broader context of feature-based methods for text 
steganography. 

 
6. Future Work 

 
As part of the trajectory for future research in text steganography, the current study prompts an 

intensified scrutiny of security measures inherent in the Alphabet-based represent binary technique. 
Augmenting the safeguarding mechanisms against potential threats necessitates a meticulous 
exploration of incorporating supplementary encryption or obfuscation methodologies. This strategic 
fortification aims to elevate the resilience of the system, ensuring heightened protection of 
concealed messages against unauthorized access. Furthermore, the imperative for a comprehensive 
robustness analysis becomes evident, demanding an in-depth evaluation of the Alphabet-based 
represent binary technique's performance across heterogeneous conditions. This entails an 
investigation into its adaptability to diverse text types, languages and potential adversarial attacks. A 
systematic assessment of the method's resilience against common steganalysis approach is 
necessary to clarify its overall effectiveness and pinpoint any potential vulnerabilities. 

Simultaneously, the inquiry into the potential integration of the Alphabet-based technique with 
other steganographic methods or embedding algorithms emerges as a noteworthy avenue for further 
investigation. Delving into the intricacies of merging multiple approaches offers the prospect of 
forging a sophisticated and resilient framework for information hiding. This line of inquiry seeks to 
create hybrid techniques that leverage the distinct strengths of individual methods, concluding in 
heightened security and broader applicability across varied contexts. In essence, these articulated 
propositions for future research endeavours aspire to propel the Alphabet-based technique toward 
enhanced security, adaptability and efficacy within the dynamic realm of text steganography.  
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